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About BKM




Who i1s BKM ?

A Thelnterbank CardCenter(BKM)was established it990with the partnership oflL3
public and private Turkish banker the purpose of providing solutions to the common
problems and developing the rules and standards of credit and debit cards in Turkey,
within the card payment system.

A The main activities of BKM are;
A Carrying out theauthorization operation between the banks,
A Developing the procedures applicable to the banks in the credit card and debit card sector,
A Forming the domestic rules and regulations,
A Making efforts in relation to provision of standardization and taking the relevant decisions,

A Establishing relations with the international organizations and commissions and representing
the members

A Executing thengoing bank operations from a single central operation sitea more secure,
fast and costeffective manner

A BKMExpress (aVallet),
A TurkishPayment Systemg TROY
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Who i1s BKM ?

A In 1993,

A The Switch System was initiated with the aim of settling ibi@nk domestic credit card
and debit card authorization,

A Opening the ATM and POS system networks of the Turkish banks to the service of the
customers, providing connection to the international communication networks such as
Visa Base | anduropayePSNET from single point, and enabling clearing of the debit
cards issued by the Turkish banks.

A Following activation of the advancedchnologyproduct second phase of BKM Switch
System in 1999, the operational capacity was significantly increased compared to the
former system and our members were provided with uninterrupted service with full
productivity.
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Seylel  Know the enemy

Point

If you know the enemy

and know yourself
| you need not fear the
3 sults of a hundred battles.

- Sun Tz -

BIKIM

BANKALARARASI
KART MERKEZI



40

36

3.40
average

&

3.0

£

Impact

v,
Unmanageatie nation

26

Likelihood

Weapors of mass oamw»on‘

The Global Risks Landsc&id 8- Technological Catego

Extreme weather events |

I Natural disasters

Failure of chmate-change
mitigation and adaptation
Water onses

attacks
Biodiversity loss and
ecosystem collapce
Spreaa of infectious

Food crices '
Aneanes

@ Interstate confict
) @
Critical informat -

Nfrastructure Dreakoown

Large-scale
involuntary migration
Profound social

dizasters
instability { Failure of national
Fiscas crices S0P

govemance
‘ ’ ‘ Terrorist attac
Fasure of regional or

Unemployment or
underemplo;
global governance ‘ i

@ (@,
‘@' i 'Asset bubbles in a major T
Failure of critical

economy
Swate or origis
Ao colapse

& s ” ‘ ‘ Fapuro of fnancial \

mechani

Or NGtitution
)
AQverse CoNsequencec ;
technological agvances

‘leure of urban planning

et

llicit race

3.0

40 4.6
3.48
average

protted

area
5.0

il

Source WEFR¢ World Economic ForumTheGlobalRisks Repoi2018



Cyber Securitg Top 5 Cyber Threat2017

Ransomware

DDoS

Malicious Insiders
Phishing
Vulnerability Exploits

0% 5% 10% 15% 20% 25%

How prepared are organizations for
those attacks?

Skills RUES
90% lack the skills and

97% lack the technology
to effectively address this Technology EL
full range attacks

I Have for all these types of attacks
I Don't have for all these types of attacks
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The Motivation Behind Targeted Cyber Attack

Cyber CrimeWhen a cyber attack is used to steal money
(Sibera I £ R TONVReIN pdBFEYdzyparagside 1 | Y bea
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Hactivism: When one uses cyber attacks to promote politica MO"VA"ON
agendas.

Cyber EspionageWhen a cyber attack is used to steal specit
information. Y A O Abfiglenidedst | oveEN ] 1 B NS &J
YNOI Rt gapamaradaNI a G &) y P& 2 NJ .

Cyber Warfare When a cyber attack is used as a form of ETl |
terrorism against a government. € dza I € 3INGSYyY |
Pl } NI I NJ

CYBER CRIME HACTIVISM

Motivations Behind Attacks
August 2016

m Cyber Crime ®
Hacktivism

= Cyber Espionage CYBER ESPIONAGE CYBER WARFARE

W Cyber Warfare
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4 - RANSOM NOTE GIVEN
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WANNACRY
RANSOMWARE

WannaCry has been making headlines but ransomware is nothing new right? WannaCry is a much
more aggressive variant. While you may be internet savvy, if a user on your network gets infected and
your machine is not patched, you may get infected and encrypted as well.

CR&T recommend immediate patching of computers to protect against this particular variant
am: to test backup procedures as a more general protection against all types of encryption
malware.

3 - ENCRYPTION

v

. BEGINS
- The encyption routine
1 - AMALICIOUS EMAIL can take as little as 28
An email either with a sgconds to encrypta 5 - PAY RANSOM
malicious attachment or linking single computer. OR RESTORE
to a malicious website is BACKUP

clicked by a user.

Along with security software and patch
management, a strong backup practice is an
essential part of ransomware prevention. In
fact nowadays more backup restores are due
to ransomware infections than traditional
disaster recovery reasons.

2 - INFECTION SPREADS

Most ransomware stops here and encrypts the user's computer.
WannaCry instead uses a Windows Exploit to spread to other SOURCES
network computers. This exploit (CVE-2017-0144) affects from
Windows XP through to Windows 10, including Windows Server
editions. This means that one computer can encrypt the entire
network, regardless of their permissions on other computers.

NG | —

https:/ftechnet.microsoft.com/en-us/library/security/ms17-010.aspx
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David Graham - Computer Research & Technology (team@crt.nef.au)
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Ransomware Computer
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Ooops, your files have been encrypted! m}l
What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Payment will be raised on

== Can I Recover My Files?

1672017 00:47:55 Sure. We guarantee that you can recover all your files safely and easily. But you have
You have 7 not so enough time.

Time Left You can decrypt some of your flles for free. Try now by clicking <Decrypt>.

You must p P et e But if you want to decrypt all your files, you need to pay.
Topaythell | "' ® ditl B oo 1 8 oo You only have 3 days to submit the payment. After that the price will be doubled.
located ony | Also, iIf you don’t pay In 7 days, you won't be able to recover your files forever.
OK (if you § We will have free events for users who are so poor that they couldn’t pay in 6 months.

Your files will be lost on

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>,

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

PAVIP L nrs M0 s Dassne Nd Dous

52012017 00:47:55

Time Left




Ransomware& Mobile
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iTunes

Apps, games, music, movies,
TV shows, books, and more.

wwm=  ATTENTION! YOUR DEVICE HAS
——7" BEEN LOCKED REASONS
INDICATED BELOW.

Remaining time to pay a fine
P e )

the case file will be transferred tc

Pay to unblock device with iTunes Gift Card. Your
case will be closed immediately after the transaction
processing!

All actions are illegal, are fixed. History
query stored in the database of the U.S.

Department of Homeland Security

Pay a fine

Offender Information Pay a fine to unlock device.




Ransomware More examples




