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Section 1 : 

About BKM 
 



ÅThe Interbank Card Center (BKM) was established in 1990 with the partnership of 13 
public and private Turkish banks for the purpose of providing solutions to the common 
problems and developing the rules and standards of credit and debit cards in Turkey, 
within the card payment system. 

 

ÅThe main activities of BKM are;  

ÅCarrying out the authorization operation between the banks,  

ÅDeveloping the procedures applicable to the banks in the credit card and debit card sector,  

Å Forming the domestic rules and regulations,  

ÅMaking efforts in relation to provision of standardization and taking the relevant decisions,  

Å Establishing relations with the international organizations and commissions and representing 
the members  

Å Executing the ongoing bank operations from a single central operation site in a more secure, 
fast and cost-effective manner 

Å BKM Express (e-Wallet),  

Å Turkish Payment Systems ς TROY  
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ÅIn 1993,  

ÅThe Switch System was initiated with the aim of settling inter-bank domestic credit card 
and debit card authorization,  

ÅOpening the ATM and POS system networks of the Turkish banks to the service of the 
customers, providing connection to the international communication networks such as 
Visa Base I and Europay EPS-NET from single point, and enabling clearing of the debit 
cards issued by the Turkish banks.  

ÅFollowing activation of the advanced-technology-product second phase of BKM Switch 
System in 1999, the operational capacity was significantly increased compared to the 
former system and our members were provided with uninterrupted service with full 
productivity. 
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Section 2 : 

Cyber 
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Know the enemy Starting 
Point 

 



The Global Risks Landscape 2018 - Technological Category 

Source : WEF ς World Economic Forum - The Global Risks Report 2018 



Kaynak : Tripwire 2017 Cyber Attacks 

Cyber Security ς Top 5 Cyber Threats - 2017 
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The Motivation Behind Targeted Cyber Attacks 

Cyber Crime : When a cyber attack is used to steal money  
(Siber ǎŀƭŘƤǊƤƭŀǊƤƴ ōǸȅǸƪ bir œƻƐǳƴƭǳƐǳ parasal ƪŀȊŀƴœ ŀƳŀœƭƤ 
ȅŀǇƤƭƤȅƻǊ.) 

Hactivism : When one uses cyber attacks to promote political 
agendas.  

Cyber Espionage : When a cyber attack is used to steal specific 
information. (YƛǒƛƭŜǊƛƴ bilgilerine ǳƭŀǒƳŀƪ ve ǸƭƪŜƭŜǊ ŀǊŀǎƤ 
ƳǸŎŀŘŜƭŜ ŀƳŀœƭƤ yapanlara da ǊŀǎǘƭŀƴƤȅƻǊ. ) 

Cyber Warfare : When a cyber attack is used as a form of 
terrorism against a government. (¦ƭǳǎŀƭ ƎǸǾŜƴƭƛƪ ǾŜ ǳƭǳǎŀƭ 
œƤƪŀǊƭŀǊ)  



Social Engineering ς Sosyal aǸƘŜƴŘƛǎƭƛƪ 

Å Phishing (Oltalama) : Bilindik sitelerin ƪƻǇȅŀƭŀǊƤƴƤ yaparak bu siteler ǸȊŜǊƛƴŘŜƴ bilgi 
œŀƭƳŀ. 

Å Bire-bir Tƪƴŀ  : Telefon vs ile ƪǳƭƭŀƴƤŎƤȅƭŀ ƛƭŜǘƛǒƛƳŜ ƎŜœŜǊŜƪ ƪƛǒƛǎŜƭ bilgilerin ŀƭƤƴƳŀǎƤ 

Å DǸǾŜƴ kazanarak bilgi edinmek : Bir ōŀǒƪŀǎƤ yerine ƎŜœŜǊŜƪ, ƪŀǊǒƤǎƤƴŘŀƪƛƴŘŜƴ 
bilgiler alma.  



Ransomware (Fidye ̧ ŀȊƤƭƤƳƭŀǊƤ) 



Ransomware ς Computer 



Ransomware ς Mobile 



Ransomware ς More examples 


