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Section 1 : 

About BKM 
 



• The Interbank Card Center (BKM) was established in 1990 with the partnership of 13 
public and private Turkish banks for the purpose of providing solutions to the common 
problems and developing the rules and standards of credit and debit cards in Turkey, 
within the card payment system. 

 

• The main activities of BKM are;  

• Carrying out the authorization operation between the banks,  

• Developing the procedures applicable to the banks in the credit card and debit card sector,  

• Forming the domestic rules and regulations,  

• Making efforts in relation to provision of standardization and taking the relevant decisions,  

• Establishing relations with the international organizations and commissions and representing 
the members  

• Executing the ongoing bank operations from a single central operation site in a more secure, 
fast and cost-effective manner 

• BKM Express (e-Wallet),  

• Turkish Payment Systems – TROY  
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• In 1993,  

• The Switch System was initiated with the aim of settling inter-bank domestic credit card 
and debit card authorization,  

• Opening the ATM and POS system networks of the Turkish banks to the service of the 
customers, providing connection to the international communication networks such as 
Visa Base I and Europay EPS-NET from single point, and enabling clearing of the debit 
cards issued by the Turkish banks.  

• Following activation of the advanced-technology-product second phase of BKM Switch 
System in 1999, the operational capacity was significantly increased compared to the 
former system and our members were provided with uninterrupted service with full 
productivity. 
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Section 2 : 

Cyber 

Security 
(Concepts, Threats, 

Risks, Preventions) 

 



Know the enemy Starting 
Point 

 



The Global Risks Landscape 2018 - Technological Category 

Source : WEF – World Economic Forum - The Global Risks Report 2018 



Kaynak : Tripwire 2017 Cyber Attacks 

Cyber Security – Top 5 Cyber Threats - 2017 



Know the enemy Starting 
Point 
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The Motivation Behind Targeted Cyber Attacks 

Cyber Crime : When a cyber attack is used to steal money  
(Siber saldırıların büyük bir çoğunluğu parasal kazanç amaçlı 
yapılıyor.) 

Hactivism : When one uses cyber attacks to promote political 
agendas.  

Cyber Espionage : When a cyber attack is used to steal specific 
information. (Kişilerin bilgilerine ulaşmak ve ülkeler arası 
mücadele amaçlı yapanlara da rastlanıyor. ) 

Cyber Warfare : When a cyber attack is used as a form of 
terrorism against a government. (Ulusal güvenlik ve ulusal 
çıkarlar)  



Social Engineering – Sosyal Mühendislik 

• Phishing (Oltalama) : Bilindik sitelerin kopyalarını yaparak bu siteler üzerinden bilgi 
çalma. 

• Bire-bir İkna  : Telefon vs ile kullanıcıyla iletişime geçerek kişisel bilgilerin alınması 

• Güven kazanarak bilgi edinmek : Bir başkası yerine geçerek, karşısındakinden 
bilgiler alma.  



Ransomware (Fidye Yazılımları) 



Ransomware – Computer 



Ransomware – Mobile 



Ransomware – More examples 



Ransomware – IoT Devices 



DDoS (Distributed Denial of Service Attack) 
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APT – Advanced Persistent Threat 

• Türkçeye :  Gelişmiş sürekli tehdit” veya 
“hedef odaklı saldırı” olarak çevrilen özel bir 
saldırı türüdür.  

• Siber suçlular, Hacktivistler veya suç 
örgütlerinin motivasyon düzeyi : Birkaç 
deneme sonrası başka (kolay) hedefe 
yönlenme  

• APT saldırıları : Amaçlarına ulaşana kadar 
saldırmaya devam ederler. 

Tehdit sınıflandırması 
Basit tehdit: “wifi hackleme” ve 
“facebook patlatma” seviyesinde 1-2 
kaynak okumuş “meraklı”, metodoloji 
bilmeyen, başlangıç seviyesi 
saldırganlardır. 
 
Akıllı tehdit : Sürekli akıllı tehdit : İleri 
düzey teknik becerisi, hedef aldığı şirket 
veya kuruma sızmak için yürüttüğü sosyal 
mühendislik çalışmalarını yapan 
saldırganlardır. 

 
İleri seviye tehdit : Sürekli İleri Seviye 
Tehdit : APT olarak adlandırdığımız tehdit 
türü (sürekli ileri seviye tehdit) en gelişmiş 
teknik beceri ve en yüksek seviyede 
motivasyon gerektiren saldırılardır. 



Source : InfoSec Institute – 2018 Cyber Security Preditions 

2018 Cyber Security Predictions 

1. Ransomware will be the most dangerous threat to businesses 
and organizations worldwide. 
2. Cybercriminals focus on cryptocurrencies. 
3. APT groups pressure will increase. 
4. Cloud security, a top priority for enterprises 
5. A joint international effort to fight the cybercrime 
6. IoT devices, a privileged target of hackers 
7. The rise of Mobile threats 
8. Cyberbullying … the emergency continues (Siber dünya 
kullanılarak birilerine ve özellikle çocuklara baskı kurma olayları 
daha fazla görülecek) 
9. Cyber-Insurance proposal will explode 
10. GDPR, many companies, will be not compliance with new EU 
regulation by the deadline (25.Mayıs.2018) 
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Section 3: 

 

Cyber Crimes 



Web  

 

 
 

Deep Web  

 



Deep Web 
• Arama motorlarının (Google, Yandex, 

Bing, Yahoo) internet arama 
sistemlerinin ulaşamayacağı internet 
siteleri ve içerikleri.. 

• Devlet kurumlarının, özel şirketlerin 
ve kişisel kullanıcıların, tüm 
kullanıcılara açık olmayan arama 
motorları tarafından indexlenmeyen 
verilerin ve sitelerin bütününün 
bulunduğu yer.. 

• Public erişim istenmeyen ya da illegal 
bilgilerin bulunduğu alandır. 

• Kendi içinde katmanları vardır. 



Dark Web – Dark Net 

Deep Web içinde illegal içeriklerin 
bulunduğu alana Dark Web denir. 

– TOR Browser 

– Illegal Information 

– Drug Sales 
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Dark Web – Real World 
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C – a – a – S  - Crime as a Service 



Deep Web – Forum Örnek 



C – a – a – S  - Crime as a Service 

• Although priced in U.S. dollars, payments are often made using cryptocurrencies, such as Bitcoin or Monero, at the daily 
exchange rate equivalent values. 

• These prices are taken from publicly accessible underground forums and dark web TOR sites. Closed, private forums tend to 
have even lower prices. 

• We cannot verify if the goods are genuinely sold for the asked price, some of them might be fake offers. 

2018 Pricelist – Credit Cards  
Single credit card       $0.50-25 
Single credit card with full details (Fullz)    $1-40 
Dump of magnetic strip track1/2 data (e.g. from skimming)  $20-60 
500 credit cards already used for fraud in the last week  $1 

Source : Internet Security Threat Report – Volume 23 – 2018 - Symantec 



• 2018 Pricelist – Services 
 

 
 
 
 
 
 
 
 

• DDoS service, short duration <1 hour,  medium protected targets  $5-20 
• DDoS service, duration >24 hours, medium and strong protected targets  $10-1000 
• Hacker for hire       $100+ 
• Credit score repair      $50 
• Messing up peoples online presence     $500 
• Airplane ticket and hotel bookings     10% of value 

Source : Internet Security Threat Report – Volume 23 – 2018 - Symantec 

C – a – a – S  - Crime as a Service 



Accounts (User Name and Password) 
Video and sound streaming accounts     $0.10-10 
Various services, more than 120+ available (gaming, food, shopping, etc.)  $0.5-10 
Online banking accounts      0.5-10% of value 
Online money accounts (depending on value and verification)  $10-100 
Retail shopping account      $5-50 
Cloud accounts       $5-10 
Hacked Gmail accounts      $0.1-5 
500,000 email accounts with passwords from data breaches  $90 
Hotel loyalty/reward program accounts with 100,000 points  $10-20 
Shopping loyalty accounts with cash points     $2-7 
VPN services       $1-10 
Online retailer gift cards     15-50% of face value 

Restaurant gift cards      15-40% of face value 

Source : Internet Security Threat Report – Volume 23 – 2018 - Symantec 

C – a – a – S  - Crime as a Service 

  Min Price Max Price 

Brazzers   $1 

Yahoo $0,7 $1,2 

Gmail $0,7 $1,2 

Dell $0,8 $2 

Uber $1 $2 

NetFlix $1 $2 

Walmart   $2,5 

Twitter $0,1 $3 



Section 4:  

How to 
Protect 
from  

CyberCrime 



Password  : 
• Use a different password for each site 
• Use Longer Passwords 
• Use 2 Step Verification 

Shore up weak points 

Asset Management : 
• You cannot secure unknown. 
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Regulations: 
• ISO 27001 
• PCI/DSS 
• COBIT 
• Etc. 

Protect your data 

Tokenization Technology 
Substituting a sensitive data element 
with a non-sensitive equivalent. 

Encryption 
Encryption prevents unauthorised access to 
your data by keeping communication secure 
between the parties involved.  

https://en.wikipedia.org/wiki/Data_element
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You cannot patch human : 
 

Educate employees 

• Take users phishing! 
• Is the sender also the 

receiver? 
• Hack yourself… Ethically. 
• Passwords, passwords, 

passwords… 
• Think before you link! 
• Create an accessible 

cyber security plan. 
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Thank you 
Teşekkürler 

Təşəkkür edirəm 
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