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Section 1 :

About BKM




Who is BKM ?

* The Interbank Card Center (BKM) was established in 1990 with the partnership of 13
public and private Turkish banks for the purpose of providing solutions to the common
problems and developing the rules and standards of credit and debit cards in Turkey,
within the card payment system.

* The main activities of BKM are;
* Carrying out the authorization operation between the banks,
* Developing the procedures applicable to the banks in the credit card and debit card sector,
* Forming the domestic rules and regulations,
* Making efforts in relation to provision of standardization and taking the relevant decisions,

* Establishing relations with the international organizations and commissions and representing
the members

* Executing the ongoing bank operations from a single central operation site in a more secure,
fast and cost-effective manner

* BKM Express (e-Wallet),
* Turkish Payment Systems — TROY

BANKALARARASI
KART MERKEZI



Who is BKM ?

* In 1993,

* The Switch System was initiated with the aim of settling inter-bank domestic credit card
and debit card authorization,

* Opening the ATM and POS system networks of the Turkish banks to the service of the
customers, providing connection to the international communication networks such as
Visa Base | and Europay EPS-NET from single point, and enabling clearing of the debit
cards issued by the Turkish banks.

* Following activation of the advanced-technology-product second phase of BKM Switch
System in 1999, the operational capacity was significantly increased compared to the
former system and our members were provided with uninterrupted service with full
productivity.
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Section 2 :
Cyber
Security

(Concepts, Threats,
Risks, Preventions)
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g Know the enemy

If you know the enemy

and know yourself
| you need not fear the
3 sults of a hundred battles.

- Sun Tz -
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Cyber Security — Top 5 Cyber Threats - 2017

Ransomware

DDoS

Malicious Insiders
Phishing
Vulnerability Exploits

0% 5% 10% 15% 20% 25%

How prepared are organizations for
those attacks?

Skills RUES
90% lack the skills and

97% lack the technology
to effectively address this Technology EL
full range attacks

I Have for all these types of attacks
I Don't have for all these types of attacks
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The Motivation Behind Targeted Cyber Attacks

Cyber Crime : When a cyber attack is used to steal money
(Siber saldirilarin bliylk bir cogunlugu parasal kazang amacli
yapiliyor.)

Hactivism : When one uses cyber attacks to promote political
agendas.

Cyber Espionage : When a cyber attack is used to steal specific
information. (Kisilerin bilgilerine ulasmak ve Ulkeler arasi
miuicadele amacli yapanlara da rastlaniyor. )

Cyber Warfare : When a cyber attack is used as a form of
terrorism against a government. (Ulusal givenlik ve ulusal
cikarlar)

Motivations Behind Attacks
August 2016

m Cyber Crime
Hacktivism

® Cyber Espionage

W Cyber Warfare

hrnbenn s

MOTIVATION

CYBER CRIME

CYBER ESPIONAGE

HACTIVISM

CYBER WARFARE




Social Engineering — Sosyal Muhendislik

Phishing (Oltalama) : Bilindik sitelerin kopyalarini yaparak bu siteler Gzerinden bilgi

calma.

Bire-bir ikna : Telefon vs ile kullaniciyla iletisime gecerek kisisel bilgilerin alinmasi
Guven kazanarak bilgi edinmek : Bir baskasi yerine gecerek, karsisindakinden

bilgiler alma.

SOCIAL ENGINEERING TACTICS

YOUR DATA IS AT RISK EVERYDAY THROUGH SOCIAL ENGINEERING ATTACKS.

i WHY SOCIALD HACKING A HUMAN IS MUCH EASIER

ENGINEERING @ THAN HACKING A BUSINESS.
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Ransomware (Fidye Yazilimlari)

000

4 - RANSOM NOTE GIVEN

)

WANNACRY
RANSOMWARE

WannaCry has been making headlines but ransomware is nothing new right? WannaCry is a much
more aggressive variant. While you may be internet savvy, if a user on your network gets infected and
your machine is not patched, you may get infected and encrypted as well.

CR&T recommend immediate patching of computers to protect against this particular variant
am: to test backup procedures as a more general protection against all types of encryption
malware.

3 - ENCRYPTION

4._-______-

. BEGINS
- The encyption routine
1 - AMALICIOUS EMAIL can take as little as 28
An email either with a sgconds to encrypta 5 - PAY RANSOM
malicious attachment or linking single computer. OR RESTORE
to a malicious website is BACKUP

clicked by a user.

Along with security software and patch
management, a strong backup practice is an
essential part of ransomware prevention. In
fact nowadays more backup restores are due
to ransomware infections than traditional
disaster recovery reasons.

2 - INFECTION SPREADS

Most ransomware stops here and encrypts the user's computer.
WannaCry instead uses a Windows Exploit to spread to other SOURCES

network computers. This egploit (CVE‘-201 7T0144? affects from htips:/ftechnet.microsoft.com/en-us/library/security/ms17-010.aspx
Vw'n‘dows Xf’ through to Windows 10, including Windows Se.rver CREATED BY

editions. This means that one computer can encrypt the entire .
network, regardless of their permissions on other computers.

NG | —

<—H

David Graham - Computer Research & Technology (team@crt.nef.au)

}.------



Ransomware — Computer

e
b HELEME]

Ooops, your files have been encrypted! m}l
What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Payment will be raised on

== Can I Recover My Files?

1672017 00:47:55 Sure. We guarantee that you can recover all your files safely and easily. But you have
You have 7 not so enough time.

Time Left You can decrypt some of your flles for free. Try now by clicking <Decrypt>.

You must p P et e But if you want to decrypt all your files, you need to pay.
Topaythell | "' ® ditl B oo 1 8 oo You only have 3 days to submit the payment. After that the price will be doubled.
located ony | Also, iIf you don’t pay In 7 days, you won't be able to recover your files forever.
OK (if you § We will have free events for users who are so poor that they couldn’t pay in 6 months.

Your files will be lost on

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>,

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am

PAVIP L nrs M0 s Dassne Nd Dous

52012017 00:47:55

Time Left




Ransomware — Mobile

el 100

iTunes

Apps, games, music, movies,
TV shows, books, and more.

wwm=  ATTENTION! YOUR DEVICE HAS
——7" BEEN LOCKED REASONS
INDICATED BELOW.

Remaining time to pay a fine
P e )

the case file will be transferred tc

Pay to unblock device with iTunes Gift Card. Your
case will be closed immediately after the transaction
processing!

All actions are illegal, are fixed. History
query stored in the database of the U.S.

Department of Homeland Security

Pay a fine

Offender Information Pay a fine to unlock device.




Ransomware — More examples

We will not respond immediatly. After we reply, you

s must send at least 10 nude pictures of you. After that
we will have to verify that the nudes belong to you. ,
Once you are verified, we will give you your unlock code ' el
and sell your nudes on the deep web




Ransomware — loT Devices




DDoS (Distributed Denial of Service Attack)
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APT — Advanced Persistent Threat

Turkceye :  Gelismis surekli tehdit” veya
“hedef odakh saldiri” olarak cevrilen 6zel bir
saldiri tradur.

Siber suclular, Hacktivistler veya sucg

orgutlerinin  motivasyon duzeyi Birkac
deneme sonrasi baska (kolay) hedefe
yonlenme

APT saldirilart : Amaclarina ulasana kadar

saldirmaya devam ederler.

APTs - fast entry, slow detection

Tehdit siniflandirmasi
Basit tehdit: “wifi hackleme” ve
“facebook patlatma” seviyesinde 1-2
kaynak okumus “merakh”, metodoloji
bilmeyen, baslangic seviyesi
saldirganlardir.

Akilli tehdit : Strekli akill tehdit : ileri
duzey teknik becerisi, hedef aldigi sirket
veya kuruma sizmak icin yuruttigu sosyal
muhendislik calismalarini yapan
saldirganlardir.

ileri seviye tehdit : Siirekli ileri Seviye
Tehdit : APT olarak adlandirdigimiz tehdit
tura (surekli ileri seviye tehdit) en gelismis
teknik beceri ve en vylksek seviyede
motivasyon gerektiren saldirilardir.



2018 Cyber Security Predictions

1. Ransomware will be the most dangerous threat to businesses
and organizations worldwide.

2. Cybercriminals focus on cryptocurrencies.

3. APT groups pressure will increase.

4. Cloud security, a top priority for enterprises

5. A joint international effort to fight the cybercrime

6. loT devices, a privileged target of hackers

7. The rise of Mobile threats

8. Cyberbullying ... the emergency continues (Siber diinya
kullanilarak birilerine ve 6zellikle cocuklara baski kurma olaylari
daha fazla gorilecek)

9. Cyber-Insurance proposal will explode

10. GDPR, many companies, will be not compliance with new EU
regulation by the deadline (25.Mayis.2018)

Source : InfoSec Institute — 2018 Cyber Security Preditions



[t takes 20 years to build a
reputation and five minutes to
ruin 1t. If you think about that

you Il do things differently.

Warren Buffett
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Cyber Crimes




TOR

Political protest

Orug trafficking and other
lliegal activities




Deep Web

Arama motorlarinin (Google, Yandex, .
5

Bing, Yahoo) internet arama WHA“STHE, DEEP WEB:

SISte m |e rl N | Nnu | d $a m aya Caél I nte n et Put s.imp-l}r_, it 1s the part of the Internet that is hidden from view.

siteleri ve icerikleri..

Devlet kurumlarinin, 6zel sirketlerin 4%,
ve kisisel kullanicilarin, tim S
kullanicilara acik olmayan arama

motorlari tarafindan indexlenmeyen

verilerin ve sitelerin butUintnin 06,
v (6]
bulundugu vyer.. OF WWW
CONTENT

Public erisim istenmeyen ya da illegal The Deep Web's o e

bilgilerin bulundugu alandir. estimated o be surtace Web
Kendi icinde katmanlari vardir.

HOW DO YOLJ ACCESS IT?

In order to access the Deep Web, you need to use a

dedicated browser, TOR (The Onion Router) is the

most commonly used, but other options such as 2P When using the Surface Web, you
and Freenet offer an alternative selution. access data directly from the source.




Dark Web — Dark Net

Deep Web icinde illegal iceriklerin
bulundugu alana Dark Web denir.
— TOR Browser
— lllegal Information .
— Drug Sales =

Academic Information DEEP WEB Multilingual Databases

: | . Financlal Records
Silk Road ™! w0 sssti Sy N !cdical Records ‘
anonymous market  swarch o e .l Government Resources
Legal Documents ~ SuLCUERIES i c i
Druge 4063 g i i e ompetitor Websites
C bi News v
D;r;r::ia;\?::w ilzsin%met\mr;/ SCienth Reports o I l Iﬂ
Sete 1 SkRoadl o gy J \ rganization-specific
ey RN S ubscription Information ™ Soclal; Medla \ JLRTONSp
Precusrs 16 : : O e Repositories
Prescription 903 5G Cocaine Pure Cistal [28.0G] High Quality Crystal >>SPECIAL OFFER " alprazolam [Xanax] 100 x Ackncv::‘d i He@s
Psychedelics 566 Flakes Meth BRAND SUBOXONE 1mg ging
Stimulants 390 $41.94 $188.72 $0.91 $11.31
Apparel 82
At 5
Books 768
Collectibles 15
el flbrowsers such as Tor designedo

Digital goods 369 k
Drug paraphernalia 153 Cocaine of high qualty over ~ *Ethyphenidate* -2,5g- of the Colombian Cocaine Lady's  0.5g #3 Brown Heroin , good
Electronics 35 80% purity 25 gram best racemic HCI qit and Gentleman 10G quality!

Erotica 296 $190.12 $6.18 867.32 87.52

Fireworks 5
Food 4
Forgeries 55
Hardware 1 p
Herbs & Supplements 11 J
Home & Garden 6 I
Jewelry 57

nvolvement with the Dark Web.
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Dark Web — Real World

Rent-A-Hacker
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C—a—a-S5 -Crime as a Service

10-th version.

Packages:

d€¢ Minimum: DDoS Bot, no free updates, no modules = $450

3€¢ Standart: DDoS Bot, 1 month free updates, password grabber module = $499
a€¢ Bronze: DDoS Bot, 3 months free updates, password grabber module
a€c Silver: DDoS Bot, 6 months free updates, password grabber module,
a€¢ Gold: DDeS Bot, lifetime free updates, password grabber + "hosts" ¢

_ d€¢ Platinum: DDoS Bot, lifetime free updates, password grabber, unlimif
Email Password Cracking made eas y | a€q Brilliant: DDoS Bot, lifetime free updates, unlimited free rebuilds, all

(U ST Armn

— oy — ®

Other:

3€¢ ReBuild (URLs changing) 3€" $35.

a€¢ Sources - ~3200-3000%, discuss individually
3€¢ New features - discuss individually.

3€¢ Web-Panel reinstalling (1st tme is free) - $50




Deep Web — Forum Ornek

12 Farkh Bilyik Sigorta Sirketinin Erisim Bilgileri
Konumuzda belirttigimiz 12 firmanin satisini tekli satistan toplu satisa gegirmis bulunmaktayiz.

Igerisinde 50 milyondan daha biiyiik bir data barindirmaktadir. Sistem 7/24 Ginceldir. Diin dogan bebegi bile TC ile bulmaniz mimkindi
Ayni zamanda Tramer ve Mernis sistemide yaninda verilmektedir. Sisteme girisler lisans anahtan ve kisiye 6zel sifreler ile yapiimaktadir.

Programa giris yapildiktan sonra sirketin ismine tiklayip giris butonuna basmaniz yeterlidir. Her sirketin Misteri Sorgusu mevcuttur.
Aradiginiz bir kisiyi en kolay nasil bulabileceginiz hakkinda detayl bilgi tarafimizca ICQ uzerinden verilecektir.

Tramer sistemi iginden Hasarli arag sorgulama, plaka sorgulama tarzi istediginiz her islemi gergeklestirebilirsiniz. Kafaniza koydugunuz bir
ismi bulmaniz 3 dakikadan fazla sliirmeyecektir.
Plaka yazarak TRde bulunan tiim araglan 6§renebilirsiniz ve detayli kimlik bilgilerine rahatlikla erisebilirsiniz.

Genel olarak bilgiler;

Seklinde listelenir. Datalarin pek cogu XML, PDF olarak cikartilabilir. Sirketlerin tanesine giinliik 500'e yakin yeni kisi eklenir ve bitmek
Uzere olan poligeleri gérebilirsiniz.




C—a—a-S -Crime as a Service

* Although priced in U.S. dollars, payments are often made using cryptocurrencies, such as Bitcoin or Monero, at the daily
exchange rate equivalent values.

*  These prices are taken from publicly accessible underground forums and dark web TOR sites. Closed, private forums tend to
have even lower prices.

*  We cannot verify if the goods are genuinely sold for the asked price, some of them might be fake offers.

2018 Pricelist — Credit Cards

Single credit card $0.50-25
Single credit card with full details (Fullz) $1-40
Dump of magnetic strip track1/2 data (e.g. from skimming) $20-60
500 credit cards already used for fraud in the last week S1
Estimate of Prices (without PIN, with PIN, PIN and good balance)
Dumps
UsS EU CA, AU Asia

Visa Classic §15 580 §40 §150 §25 $150 $50  $150

Master Card Standard $90 ‘ §140 $150 $140

Visa Gold/Premier §25  §100  $200 | 45 §160  $250 $30 $160 §55  §150

Visa Platinum $30  §110 ‘ §50  $170 $35  $170 $60  $170

Business/Corporate $40  $130 | §60  $170 §45  $175 §70  $170

Purchasing/Signature | $50  $120 §70 $55 $80

Infinite | §130  §190 $60 $200 $190

Master Card World §140 ‘

AMEX $40 $60 $45 §70

AMEX Gold $70 ‘ §50 §75 $100

AMEX Platinum $50

Source : Internet Security Threat Report — Volume 23 — 2018 - Symantec



C—a—a-S5 -Crime as a Service

blov (0 oN Ixe

* 2018 Pricelist='Services . euse s

Ix6<-Txd _S344-400na2 * JAny
‘1 3nd
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Q3QiNozed _Jnenpez 210
el
B

 22TIBE2YZ_TAR password
el
-

PN L]

D
DDoS service, short durat|dn <1 hour, medium; protected ets $5-20

DDoS seryice, duration >24 hours medium and strong protected targets $10-1000 4.4
Hacker for hire A $100+  11ae
Credit score repair ) SSQf o
Messing up peoples online presence .,$500
Airplane ticket and hotel bookings < "= "" 7 S5 #E T 110% of value

£
D
0
0

Source : Internet Security Threat Report — Volume 23 — 2018 - Symantec




C—a—a-S5 -Crime as a Service

Accounts (User Name and Password)

Video and sound streaming accounts $0.10-10
Various services, more than 120+ availab , shopping, etc.) $0.5-10

Online banking accounts 0.5-10% of value
Online money accounts (depending o ifi $10-100

Retail shopping account $5-50

Cloud accounts $5-10

Hacked Gmail accounts $0.1-5

500,000 email accounts with S90

Hotel loyalty/reward program accounts with 100,000 points‘ $10-20
Shopping loyalty accounts with cash points §2-7

VPN services $1-10

Online retailer gift cards Min Price Max Price 15-50% of face value

Restaurant gift cards prozzers >1 15-40% of face value
$0,7 $1,2

$0,7 $1,2
$0,8 $2
$1 $2
s1 $2
$2,5
S3




Section 4;

How to
Protect
from

CyberCrime




Shore up weak points

Password :

* Use a different password for each site
* Use Longer Passwords

* Use 2 Step Verification

Asset Management :

You cannot secure unknown.
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Protect your data

Regulations:
* SO 27001
» PCI/DSS
« COBIT A
«  Ftc. )
COMPLIANT
Tokenization Technology Encryption
Substituting a sensitive data element Encryption prevents unauthorised access to
with a non-sensitive equivalent. your data by keeping communication secure

between the parties involved.

Secret Key Secret Key
Key Distribution

Secured Communication

7o) CREDIT CARD ™ / TOKEN \

& 1234567

3485 8Ny W

el © | 567891
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Educate employees

You cannot patch human :

* Take users phishing!

* |sthe sender also the
receiver?

e Hack yourself... Ethically.

e Passwords, passwords,
passwords...

* Think before you link!

e Create an accessible
cyber security plan.
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