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Information Security is in Transformation

Increasingly Hostile Environment
• Increased attack surface with new technologies creates new blind spots
• Attacks rising in volume and sophistication to capture illicit opportunities

Note: Attackers generally invest in technical sophistication only as needed

Enterprise IT is Cloud Hybrid
• Cloud adoption is inevitable (Digital Transformation + industry momentum)
• Legacy systems will take years to migrate or retire

Technology Mobility and Volume is Exploding
• Increasing demand for first class experience on mobile devices
• Variance in trustworthiness of mobile devices

Pervasive Digital Transformation and IoT
• IoT adoption driving a wave of app development and cloud usage
• Enterprise PC Security strategies applying poorly to IoT devices

IoT

https://blogs.technet.microsoft.com/mmpc/2017/06/07/platinum-continues-to-evolve-find-ways-to-maintain-invisibility/




Dorkbot
7 783

Used for cyber criminal 

activities such as credential 

harvesting for financial fraud, 

DDoS attacks, and the 

downloading of malicious 

payloads. Disrupted in 

cooperation with FBI and 

international law 

enforcement.

June 2014

Malware using Dynamic 

DNS for command.  It 

involved password and 

identity theft, webcam 

and other privacy 

invasions.  

Over 200 different types 

of malware impacted by 

the take down.
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Module-based 

malware, stealing 

credential information 

from banking 

websites. Configured 

to hide itself.

Credential 

Information 

Theft/Disable 

Security Defenses

Most Common Malware Threats in Azerbaijan



HOW WE HELP OUR CUSTOMERS ?
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Protect against advanced attacks; detect and respond quickly if breached

PROTECT
organizations from 

advanced cyber attacks

RESPOND
to threats quickly

DETECT
malicious activities



PROTECT Apps and Data

Stop Malicious email attachments

Avoid malicious email links

Defend the gateway

File inspection and remediation

Mitigate shadow IT 

Automatically block over sharing

Risk detection for data in cloud apps

PROTECT Your Devices

Prevent encounters

Isolate threats

Control execution 

PROTECT Users

Identify advanced persistent threats

Detect suspicious activity

Reduce false positives

PROTECT workloads across 

hybrid infrastructure

Assess security state continuously

Remediate vulnerabilities and drive 
compliance

Enable security controls



DETECT malicious apps             

and data

DETECT advanced threats 

and abnormal behavior

DETECT compromised               

user credentials

DETECT advanced threats to 

hybrid workloads

DETECT



RESPOND to compromised 

apps and data

RESPOND to compromised 

devices

RESPOND to compromised 

identities

RESPOND early to 

compromised workloads 

across hybrid infrastructure

RESPOND



Enterprise Mobility +Security

Microsoft

Intune

Azure Information 

Protection

Protect your users, 
devices, and apps

Detect threats early 
with visibility and 
threat analytics

Protect your data, 
everywhere

Extend enterprise-grade security 

to your cloud and SaaS apps 

Manage identity with hybrid 

integration to protect application 

access from identity attacks

Microsoft

Advanced Threat Analytics

Microsoft Cloud App Security

Azure Active Directory 

Premium



IDENTITY

DEFINE CONSISTENT SECURITY POLICIES AND 

ENABLE CONTROLS FOR USERS



GAIN VISIBILITY INTO CLOUD 

APPS USED IN YOUR 

ENVIRONMENT & GET A RISK 

ASSESSMENT

AUDIT LOGS AND REPORTS 

TO HELP DETECT ACTIVITY 

WITHIN PRODUCTIVITY APPS 

ALERTS TO HELP YOU             

SEE ANOMALOUS ACTIVITY 

APPS / DATA

UNDERSTAND SECURITY STATE OF APPS & DATA





DOCUMENT 

TRACKING

DOCUMENT 

REVOCATION

Monitor & 

respond

LABELINGCLASSIFICATION

Classification 

& labeling

ENCRYPTION

Protect

ACCESS 

CONTROL
POLICY 

ENFORCEMENT



MAXIMIZE DETECTION COVERAGE THROUGHOUT THE ATTACK STAGES



COMPLETE VISIBILITY INTO THE 

ENDPOINT SECURITY

QUICKLY ASSESS THE SCOPE OF 

INCIDENTS AND ROOT CAUSES 

RICH TOOLSET FOR 

INVESTIGATION AND 

REMEDIATION ACTIONS

DEVICES

UNDERSTAND SECURITY STATE OF DEVICES



Credit Score vs. Secure Score



INFRASTRUCTURE

UNDERSTAND SECURITY STATE OF WORKLOADS 

ACROSS HYBRID INFRASTRUCTURE









Thank you
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Security Dashboards

Deliver Rapid Insights into 

Security State Across All 

Workloads

API



Apps and Data

SaaS

Building an Integrated Security Experience

Malware Protection Center Cyber Hunting Teams Security Response Center

DeviceInfrastructure

CERTs

Identity

INTELLIGENT SECURITY GRAPH

Cyber Defense

Operations Center

Digital Crimes Unit

Antivirus NetworkIndustry Partners

PaaS IaaS


