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Azarbaycan Banklar Assosiasiyasi
KONFRANS

« Bank ve maliyya bazarlarinin kibertshliikasizliyi »
26 May 2017

Daveatlilar : Maliyys-igtisad sahasinds tanzimlayici ve nazarat organlarinin yuxari
menecmenti, kommersiya banklarinin yuxart menecmenti, biznes va ictimai
tagkilatlarin rahbarlari, IT taskilatlar, telekomunikasiya sirkatlari, beynalxalq
maliyya institutlari, hamcinin digar 6lkalardan davatlilar.

26 MAY

1-ci Hisso:

Moderatorlar : Calal Orucov va ilqar Sliyev

@ 10:00 - 10:30
@& Movzu 1: Banklarin informasiya tahltkasizliyi Gzrs risk ssenarilari
Cixiscr: ilgar Sliyev, CGEIT, CISA, CISM, CRISC, informasiya sistemlarinin @
tohlukasizliyi Gzra direktor

® 10:30 - 11:00

Movzu 2 : Sebaka perimetrinin muasir Usullarla tahlikasizliyi

Cixisgr: Qurban Zeynalov, “SMART iT”, direktor

— ® 11:00-11:30

Movzu 3 : internet va mobil bankgliliq tahliikasizliyi

Cixiscl : Ali Stiha Ter, Garanti Bank, Ragamsal 6zal layihalar va tahlikasizlik meneceri,

S6basiz bankgilig mudurltyd
® 11:30-11:45 Cay-gahva fasilasi

O 11:45-12:15

Movzu 4 : ATM tahllkasizliyi

Cixisg : Mehmet Ali Ozdogan, is Banki, Alternativ paylasdirma kanallari, tahliikasizlik
va uygunlugdan masul mudir mdavini

D 12:15 - 12:45

Movzu 5 : Banklarda kibertahllks tzra erkan xabardarliq sistemlari DLP
(Dataloss prevention)vaya SIEM (Security information and event management)
Cixisg : Visal Salmanl, Azarfon, Informasiya tahlikasizliyi bélmasinin rahbari

@ 12:45 - 13:30 Mizakiralar

@ 13:30-14:30  Nahar fasilosi
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Yer : Baki, Park INN oteli, Dan Ulduzu zali AlB\;>
istirak haqqi:  Odanissiz |_\,_l
Geyim torzi:  Rasmi

GUNDSLIK

09:00 - 09:45 Qarsilama va geydiyyat
09:45 - 10:00 Acihs nitqi
Yunus Abdulov, Azarbaycan Banklar Assosiasiyasi, icraci direktor

26 MAY

2-ci Hisso:

Moderatorlar : Calal Orucov va ilqar Sliyev

® 14:30 -15:00

@& Mdvzu 6 : Avtomatlasdinlimis maliyya amaliyyatlar sistemlarinin @
(ERP, CRM, BI) kibertahltkasizliyi
Cixiscl : Pavel Volckov, “Cet informasiya sistemlari”,

Kommersiya direktoru, Azarbaycan filiali

® 15:00 - 15:30
Movzu 7 : Tohlikasizlikds insan faktoru: sosial mihandislik hamlalari
CIxiscl : Nuri Comert, Oracle, Konsultasiya Uizra direktoru

@ 15:30 -16:00 Mduzakiralar
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Azerbaijan Banks Association
CONFERENCE ON

« Cybersecurity of Banks and Financial markets »
26 May, 2017

Invitees: Senior management of regulation and supervision authorities on finance and
eonomy, CEOs of commerial banks, heads of business and public organizations,

IT companies representatives of international financial institutions and other
invitees.

26 MAY

1st Part:

Moderators: Jalal Orujov and llgar Aliyev

® 10:00 - 10:30

Topic 1: Information Security risk senarios of the Banks

Speaker : llgar Aliyev, CISA, CISM, Director, IS Security Service, GTP, Group of Companies
~ ® 10:30-11:00

Topic 2 : Security of the network perimeter by modern tools

Speaker : Gurban Zeynalov, “"SMART IT", Director

~ ® 11:00-11:30

Topic 3 : Internet and mobile banking security

Speaker : Ali Suha Ter, Garanti Bank, Assistant Manager, Digital Banking Department

@ 11:30 - 11:45 Coffee break

D 1a5-12:15

Topic 4 : ATM security

Speaker : Mehmet Ali Ozdogan, Turkiye is Bankasi,
Digital Banking Division, Deputy Director

@ 12:15-12:45

Topic 5: Early cyber-threat warning systems for Banks DLP (Data loss prevention) and
SIEM (Security information and event management)
Speaker : Vusal Salmanli, Azerfon, Head of Information Security Unit

@ 12:45 - 13:30 Discussions

® 13:30-14:30  Lunch time




— [N [ T | ® [N [ [

Date : 26 May, 2017 e
Venue : Park Inn by Radisson Baku Hotel, Dan Ulduzu Ballroom (A:B\zg>
Participation fee:  Free I_\,_l
Clothing style : Business casual

PROGRAM

09:00 — 09:45 Registration
09:45-10:00 Opening speech
Yunus Abdulov, Azerbaijan Banks Association, Executive Director

26 MAY

2nd Part:

® Moderators: Orujov and llgar Aliyev ®
@ 14:30-15:00
Topic 6: Cybersecurity of automated finance operational (ERP, CRM, BI) system
Speaker : Pavel Volchkov, «Jet Information Systems»,

Commercial Director of the Azerbaijan branch

@ 15:00 - 15:30
Topic 7 : Human factor on Cybersecurity - Social engineering attack.
Speaker : Nuri Comert, Oracle, Director on Consulting

@ 15:30 - 16:00 Discussions




2005-ciildan etibaran “Garanti Bank”in regamsal bankgiliq
sObasinin amakdasidir. Hal-hazirda “Xususi Layihaler va Tahlikasizlik”
sObasinin meneceri kimi faaliyyat gOstarir. S6zligedan séba ragamsal
risklarin giymatlandirilmasi ve strategiyalarin misyyanlasdirilmasi, D
idaraetmasi, informasiyalarin gorunmasi va tahlikasizliyi kimi sahalarda
faaliyyat gosterir. Daha dncaki vazifasinds eyni sahanin internet va Mobil
Bankgcilig s6basinda nazaratci olub va layihalarin, mahsullarin, kanallarin
idarsedilmasi ils masgul olub. Ko¢ Universitetinds Biznesin idarsedilmasi
tzrs tehsil alib. Bilgi Universitetinin informasiya ve Texnologiyalar
fakiltasinde magistr tahsilini tamamlayib ve hal-hazirda eyni sahads
doktorantura tahsilini davam edir.

ALi SUHA TER

CISA, CISM, CGEIT, CRISC

2006 - 2013-cu illerds Azarbaycan Respublikasinin
Markazi Bankinin Daxili Audit departamentinds IT (izre bdyiik auditor ve
sOba raisi vazifalarinda galismisdir. 2013-cl ildan GRC Assurance & Advisory
sirkatinda idareetma Tominati lizre menecer vazifesinda islomisdir. Hazirda
Growth Trend Partners sirkatinds informasiya Tahliikasizliyi tizre Direktor
vazifasinda calisir. 2006-ci ilden Beynalxalg ISACA-USA Assosasiyasinin ®
Gzvudur. 2017-ci ilde Azarbaycanda ilk dafe COBIT 5 Security Assessor
beynalxalg sertifikatini almisdir. Olksnin Markazi Bankinda, kommersiya
banklarinda, telekommunikasiya ve senaye mdusassisalarinds informasiya
texnologiyalari Uzre beynalxalg standartlarin tatbiqi, informasiya/kiber
tahlikasizliyinin giymatlandirilmasi ve nazaratlarinin guclandirilmasi tzra
layihalarini yerina yetirmisdir. ©maliyyat risklarinin kompleks auditinin
aparilmasi va takmillasdirilmasi Uzra kamillik modellarinin qurulmasini
hayata kegirmisdir.

iLQAR SLIYEV

1975-ci ilde Ankarada anadan olub. 1997-ci ilds istanbul
Universitetinin Siyasi Elmlar fakiltasindan mazun olub. 1998-ci ilda Turkiys
Is Bankasinin Kredit Kartlari Departamentinda kreditlerin idare olunmasi
Uzra tacrlbaci kimi ise baslamisdir ve 2006-ci ile gadar faaliyyatini burada
davam etmisdir. Homin s6banin amakdasi oldugu muddat arzinda kredit
kartina pullarin yenidan qaytarilmasi ile bagh masalslarle masgul olmus
va emitentlarla alicilarin alagasinin inkisafini shats edan layihalar tzarinda
islomisdir. Mehmet Ali Ozdogana 2007-ci ilde Ragamsal Bankciliq sébasinda
vazifa verilmisdir. Onlayn Bankgcilig, Mobil Bankgiliq sisteminin vo ATM-
larin idarsolunmasini sahasi Gzra calismisdir. Hal-hazirda Tahlukasizlik ve
Komplayns sobasinin amakdasidir va risk menecmenti elaca da, mustarilarin
saxta amaliyyatlardan qorunmasi tzrs faaliyyat gostarir.

MEHMET ALI
OZDOGAN




He has been with Garanti since 2005, within digital banking. He is currently the
manager of «Special Projects and Security» division of «Digital Banking». His division engages in;
Digital risks assessment; Policy making; ID management; Data protection and security. His previous
responsibility had been the supervision of Internet and Mobile Banking in the same business line where
he experienced project, product and day to day management of channels. His previous responsibility
had been the supervision of Internet and Mobile Banking in the same business line where he worked
on project, product and day to day management of channels. He studied Business Administration
at Kog¢ University. He has a MA in Information and Technology Law from Bilgi University where he
continues his Phd in the same area.

CISA, CISM, CGEIT, CRISC

For the period of 2006 — 2013 he has been working as Senior IT Auditor and Head
IT Audit division. From 2013 to 2015 he worked for GRC Assurance and Advisory LLC company as
Head of Management Assurance division. Now he works for Growth Trend Partners LP as Director of
Information Security. He is member of International ISACA association since 2006. He supervised and
implemented number of audit, assurance and consulting projects for Central and Commercial Banks,

@ telecommunication, energy and manufacturing companies. He has wide experience on Information @

Security design and implementation, internal control system and cyber-security improvement,
operational risk management assessment and modeling of IT Governance maturity.

Was bornin Ankarain 1975. He has graduated University of Istanbul, Faculty of political
Sciences in 1997. Next year in 1998, he started to work in Turkiye Is Bankasi as Credit Management
Trainee at Credit Card Department till 2006. While in this department he was responsible for chargeback
and then worked on the projects for issuer and acquirer developments. In 2007, he was appointed to
Digital Banking Department, formerly named as Non-Branch Banking Department. He worked on the
management of Online Banking, Mobile Banking, Phone Banking and ATM (Bankamatik). He has been
working for Security and Compliance Unit and responsible for risk management of channels and the
customer security against fraudulent transactions.




1971-ci ilde Balikesirde anadan olmusdur. 1993-ci
ilde Orta Serq Texniki Universitetinin (ODTU) Kompyuter Mihandisliyi
fakiltasinden mazun olmus, 2011-ci ilde ise Cankaya Universitetinda
magistr tahsilini tamamlamsdir.
Nuri Comert 6z karyerasina AT&T-de muxtalif qurgularin istehsalinda
muhandis kimi baslamis va bu faaliyyatini iki il davam etdirmisdir. 1995-ci
ildan isa Oracle-in amakdas! kimi faaliyyat gostarir va sirkatin konsalting,
satisin dastaklanmasi va satis maslahati kimi bir ¢ox taskilati vahidlarinda
calismisdir. Oracle sirkatinin sertifikatl texnologiya arxitektoru olan Nuri
Comert hal-hazirda Markazi Asiya va Ankarada texnologiya satisi Gzra
konsalting direktoru kimi faaliyyat gostarir.

NURi COMERT

Jet Infosystems sirkatinda informaisya tahlikasizliyi
markazinin  Konsalting s$6basinin  mudir mduavinidir. O, integrasiya
tohlikasizliyinin tamin edilmasi istigamatinda faaliyyat gostarir, elaca da
PCI DSS Standartlarinin praktiki hayata kecirilmasi ila do masgul olur. MDB-
nin 9sas maliyys telekommunikasiya ve sanaye taskilatlarinda informasiya
tohllkasizliyi Gzra 60-dan ¢ox miuxtalif layihalor hayata kegirib. Onun
yetkinliyin giymatlondirilmasi, IT prosseslsrinin ssmaraliyinin artirimasi, ®
risklarin analizi, praktiki tahlikasizlik analizi va informasiya tahlikasizliyinin
strateji planlasdirlmasinda genis tacriibasi var.

Uzunmuddatolkamizinanbdylksisteminteqratorlarindan
biri olan «R.I.S.K» sirkatinda calisib. Sistem muihandisi kimi baslamis ve
informasiya tahlikasizliyi sébasi rehbarina gadar yol kegmisdir. Bu miiddat
arzinda bank va telekommunikasiya sahasinda hayata kecirilon layihalarin
istirakgisi va rahbari olmusdur. Hamcinin sirkat daxilinds beynalxalq
ISO27001 standartinin tatbigina rehbarlik etmisdir. Bir miiddat «Azerfon»
sirkatinda IT tahllkasizlik Gzre mitaxassis vazifasinds da calismisdir.
2015-ci ildan etibaran asas fokusu informasiya tahlikasizliyi sahasinda
xidmatlarin gostarilmasi olan «SmartIT» sirkatinin rahbaridir.

Microsoft MCSE, Microsoft MCITP:EA, Cisco CCNP, ISACA CISM, GIAC GSNA
sertifikatlarina malikdir.

QURBAN
ZEYNALOV




Was born in Balikesirin 1971. He was graduated from Middle East Technical University
Computer Engineering department in 1993, and received his MBA degree at Cankaya University in 2011.
Nuri started his career as an engineer in AT&T, implementing several hardware installations for two
years. Since 1995 Nuri has been working for Oracle, working in different organizational units in Oracle
including consultancy, support and sales consultancy. Nuri is a certified Oracle Technology Architect,
and currently leads Oracle Technology Presales team in Ankara and Central Asia as Technology Sales
Consulting Director.

Deputy head of the consulting department of the information security center in
the company Jet Infosystems. He is engaged in the topic of integrated security provision, as well
as practical implementation of the requirements of the PCl DSS Standard. Implemented more than
60 various projects on information security in major financial, telecommunications and industrial
organizations of the CIS. He has extensive experience in assessing the maturity and improving the
effectiveness of the IS processes, analyzing risks, practical analysis of security and strategic planning
@ of information security. @

He has been worked in the «RI.S.K» company for a long period which is the
biggest system integrator of the country. He started his career as a system engineer and then was
appointed as head of information security department. During this period he served as the leader and
participant of the projects that held in bank and telecommunication area. Additionally, he directed the
implementation of international ISO27001 standards within the company.

He also worked as IT security specialist in “Azerfon”.
Starting 2015 he is a director of the SmartIT company which is focused on information security area.
He also has Microsoft MCSE, Microsoft MCITP:EA, Cisco CCNP, ISACA CISM, GIAC GSNA sertificates.




IKT sahasinds 10 ils yaxin genis tacriilbsys ve nazari
biliklara malik pesakar mutaxassis ve idaragidir. Calisdigi illar arzinda
Azsrbaycanin aparici IT ve Telekommunikasiya sirkatlarinds kritik va
istehsalatda olan miuxtalif sistem, ssbaks ve xidmatlere cavabdehlik
dasimisdir. Karyerasinin son 5 ilini informasiya Tahliikasizliyi Texnologiyalari
vo Idars edilmasi (izre ixtisaslasmisdir. Hal-hazirda GTP sirkatlar grupunun
informasiya Tshliikasizliyi bélmasinin rahbari olaraq calisir. Eyni zamanda
Azarbaycan Texniki Universitetinin (AzTU) Sabah Qruplarinda Komputer
Mihandisliyi Kafedrasinin  musallimidir. Bakalavr tshsilini 2009-ci ilds
Qafgaz Universitetinde Komptter Mihandisliyi ixtisasi Gzra tamamlamisdir.
Magistr tahsilini 2011-ci ilde AzTU informasiya Tahlikasizliyinin Taskili ve
idars Edilmasi ixtisasi izra forglanma ile basa vurmusdur.

Calisdigi muddat arzinde Oracle, Microsoft, Cisco,
Ericsson, ZTE va digar sirkatlarin beynalxalq sertifikatlarini alda etmisdir.
informasiya Tahliikasizliyi izre diinyanin an mashur sertifikatlari arasinda
olan CISM, CEH va CiSA sertifikatlar ils taltif edilmisdir. Beynalxalq
informasiya Tahlikasizliyi Taskilatlari olan ISACA ve ISSA-nin aktiv
Uzvldir. Mutamadi olaraq yerli va beynalxalq tadbirlarda va konfranslarda
informasiya Tahlikasizliyi Gizre Expert kimi cixis edir.

VUSAL SALMANLI

He is an ICT professional and manager who has about
10 years broad experience and knowledge. During his career years he was
responsible for several services, systems and networks which are mission
critical and in production environment. He mainly focused to Information
Security Technologies and Management during last 5 years of his career.
He is currently working as Head of Information Security Unit for GTP group.
He is lecturer of Computer Engineering department at Azerbaijan Technical
University Sabah Groups at the same time. He got his Bachelor's degree from
Computer Engineering department of Qafgaz Universite in year 2009. He got
his Master's degree with distinction from Azerbaijan Technical University,
specializing in Organization and Technologies of Information Security in year
2011.

He got several international certificates from vendors such
as Oracle, Microsoft, Cisco, Ericsson, ZTE etc. during his career years. He also
got world known Information Security certificates such as CISA, CISM, CEH.
He is an active member of international Information Security organizations
such as ISACA and ISSA. He is attending to local and international conferences
and events as an Information Security Expert regularly.
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Bu bir apamark mahsuludur www.apamark.az

Azerbaijan Banks Association
World Business Center

Samed Vurgun str. 43,
AZ1014, Baku, Azerbaijan
Tel: +994 12 497 15 15

+994 12 497 61 69
Fax: +994 12 497 15 15
E-mail: office@aba.az
Web:  www.aba.az




