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Brief History of Information Systems Regulations
General Electric used first 
computer aided accounting system

1954

AICPA initiated the work on the 
development of the EDP audit 
program with the 8 largest audit 
firms (now 4). EDP and Audit were 
created.

1968 Electronic Data 
Processing Auditors 
Association (EDPAA) 
was established

1969Control Objectives 
(current name) COBIT's 
first prototype published

1977

EDPAAAs name changed 
to ISACA

1994
AT&T’s software switch error

resulting in $ 1 billion loss
1994

Enron Case

2001

Sarbanes-Oxley Act

20022003

İmar Bank Case

BRSA IT Audit 
Legislation

2006

CMB IT
Management
and Audit
Legislation

2018
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INFORMATION SYSTEMS 

AUDIT CONCEPT
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COSO: Internal Control Framework

Process / Risk / Control

Control 
Environment

Control Activities

Financials

Risk Evaluation
İnformation 

and 
communication

Monitoring

Enterprise Level Controls
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Information Systems Audit Concept

Process Controls 

Accounts

Processes

Systems
IT General Controls 

Data Analytics
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Information Systems Audit Concept

2

Process
Controls 

Data 
Analytics

Alternative

Processing Routes

To ensure data 

integrity

General IT 

Controlsi

Alternative 

processing routes 

Manual plug input

3

IT General 
Controls 
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AUDIT REGULATIONS
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International Information Systems Audit Regulations

BaFin: German Federal 
Monitoring Agency

MaRisk: Access Rights, Data Integrity, 
Accessibility, Privacy

BSI: Federal Information 
Security Office

Safety Management System and Risk 
Management Standards of Information 
Technologies

IDW: German Institute of 
Auditors

IDW PS 330: IT environment, IT strategy, IT 
infrastructure, applications, monitoring 
systems and outsourcing

Germany
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PCAOB: Accounting 
Supervisory Board for 
Public Companies

SOX: Internal Control Environment on 
Financial Reporting Processes, 
Management Statement, SOX404 IT and 
Process Audits

NIST: National Institute of 
Standards and 
Technology

GAPP: Generally Accepted Security 
Principles and Applications

SSAG: Security Self-Assessment Guide

GAO: USA. Court of 
Auditors

GAGAS: Public Audit Standards, Security 
Management, Access Management, 
Configuration Management, Duties 
Separation, Emergency Planning

FISCAM: Federal IT Audit Guide

U.S.A

International Information Systems Audit Regulations
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FSA: Financial Services 
Authority [FCA & PRA]

Senior Management Arrangements, 
Systems and Controls (SYSC13): Technology 
strategies, requirements, system 
acquisition, development, ISO27002

KICPA: Institute of 
Certified Public 
Accountants of Korea

Audit in Information Systems Environments: 
Risk assessment and audit procedures sub-
headings contain regulations on IT audit.

Log records, separation of tasks, computer 
aided audit techniques, data accessibility, 
integrity etc.

NOREA: IT Auditors 
Association

Registered EDP-Auditor: It is the only 
country where a nationally registered IT 
auditor certificate is available.

United Kingdom

South Korea

Holland

International Information Systems Audit Regulations
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FSA: Financial Services 
Authority

• Control Environment for IT Risk 
Management

• IT Risk Management System
• J-SOX: Financial Instruments and 

Exchange Law

CICA: Canadian Chamber 
of Certified Public 
Accountants

COCO: Internal Control Model
ITCG: IT Control Guide

Japan

Canada

International Information Systems Audit Regulations
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Summary: Common Themes

� Information Systems 
Acquisition, 
Development and 
Maintenance

� Change Management
� Configuration 

Management

� Emergency Management
� Business Continuity Plan
� Event Management
� IT Operations

� Information Security 
Awareness and Training

� Access Management
� Separation of Tasks
� Inspection Traces
� Physical and 

Environmental Security

� IT Strategy and Policy
� Information Systems 

Risk Management
� Data Integrity, Privacy 

and Accessibility
� IT External Service 

Management

GOVERNANCE SECURITY

OPERATIONSDEVELOPMENT & CHANGE 
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INFORMATION SYSTEMS

REGULATIONS

IN TURKEY
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Communique
Related to Support
Services Acquired

by Banks

Bank Internal Systems
Communique

Communique on 
Principles to be 
Considered in 

Information Systems 
Management in Banks

Banking Law No.5411

Information Systems Regulations in Turkey
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Government Audit 
(BDDK)

Banking Law No. 5411

Internal Audit 
(Bank)

Independent Audit 
(Independent Audit Instituitions)
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Regulation on Bank 
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Information Systems Regulations in Turkey
Banking Industry
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Other Information Systems Regulations In Turkey

2014 Payment and Electronic Money Institutions Information Systems Audit Legislation

2013 Principles Regarding Internal Audit System of Intermediary Institutions

2013 Obligation of Authorized Economic Operator (AEO) Status - ISO27001

2013 Information Systems Audit Guide

2015 Information Systems Supervision Regulations of TSM Centers belonging to New 
Generation ÖKC’s (payment recorder device)

2016 Risk Center Member Audit Circular

2016 ISO27001Certificate Obligation

2018 SPK (Capital Market Board) Information Systems Audit and Management 
Legislation
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