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Information Security vs Cyber Security ﬁ

4 ™
Information security means implementing
processes and technology to protect information J

it

Hfcj.ﬂ!:if'.'a"sE'.*r:l.u"f'rjw' deals with precautions taken to "
guard against crime, which includes monitoring for
suspicious network access attempts and steps

. taken to handle such attempts J

Definition

- ™
1

Cybersecurity is a subgroup within the
information security domain J
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Most worrisome risks for your company 3T AR

Prolonged recession of the global economy
Surge in bankruptcies (big firms and SMEs) and a wave of indus
Cyberattacks and data fraud due to a sustained shift in wo

Failure of industries or sectors in certain countries to prope

Protracted disruption of global supply chains

Another global outbreak of COVID-19 or d

Economic Societal Tech ieopol Environmental
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Cyberattacks detected

Coronavirus-related cyberattacks detected worldwide by Check Importance of
Point Research, 31 December 2019 to 14 April 2020%° Cyber Resilience
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Global Top 10 Technology Risks for 2021*

cyver reccr | ¢ 57
Confidentiality and Privacy _ 6.74
Regulatory Compliance || NNENRENNEE 6.64
usreces | 6.3
Security Incident Management _ 6.57
Disaster Recovery _ 6.40
Data Governance |G 6.36
Third-Party Risk [[NEIG 6.32
Remote Workplace Infrastructure _ 6.26
Availability Risk || NG 6.22

* About our top technology risks scale: Respondents were asked to rate the significance of 39 technology risk issues on a
scale of 1 to 10, based on their organization’s technology risk assessment, with “1” representing low impact to the organization

and “10" representing extensive impact to the organization. Data points represent the mean score. 888 I S a C a
T Audit's Perspectives on the Top Technology Sisks for 2027 oco ¢
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Say threat

actors will take

advantage of the

pandemic to disrupt

organizations

COVID-19 Ups the Ante

87%

Say the rapid shift
to work from home
will increase the risk
of data privacy and
protection issues
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(Only half) are

highly confident in

their security team's

ability to detect

and respond to

cyberthreats during
the pandemic.®

Biggest Cyber

Enterprise []rganT |

P2

Attack Methods

MWost frequent attack methods:
social engineering, advanced
persistent threats, mnsomware
and unpatched systems.*
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180% Increase

acks and Distributed Denial of Service (DDos)
attacks from 2013 to 2019.°
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Much is at Stake ...

US $6 trillion

annually by 2021

Cybercrime damages
are projected to cost - 11-
the world US $6 trillion 83 trillion
annually by 2021, up in 2015
from $3 trillion in 2015.1

OF SMALL COMPANIES THAT
SUFFER A CYBERATTACK

ARE OUT OF BUSINESS
WITHIN 6 MONTHS:2

.. But Confidence Is in Short

of C-Suite professionals and board
members lack confidence in their

company's cybersecurity capabilities.?

of security professionals believe it
is likely their enterprise will experience
a cyberattack in the next 12 months.*
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|&T Governance: setting the tone at the top
T —

i
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il

Stakeholder
Drivers and
Needs

I I

Enterprise
Goals

Alignment
Goals

Governance
and
Management
Objectives

Security Governance
Frameworks from:
ISACA, ISO, NIST,
ISF, PCI SSC
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EDMO1—Ensured
Governance
Framework Setting
and Maintenance

APO01-Managed
I&T Management
Framework

APD08—Managed
Relationships

BAIO1-Managed
Programs

BAIDE —Managed
Knowledge

DSS01—Managed
Operations

EDM02—Ensured
Benefits Delivery

AP002—-Managed
Strategy

APD09—Managed
Service
Agreements

BAIDZ—Managed
Requirements
Definition

BAI0D9—Managed
Assets

DSS02—Managed
Service Requests
and Incidents

AP003—Managed
Enterprise
Architecture

APD10—-Managed
Vendors

BAID3—Managed
Solutions
ldentification
and Build

BAI10—-Managed
Configuration

DS503—Managed
Problems

EDMO03—Ensured
Risk Optimization

APD04—Managed
Innovation

APO11—-Managed
Quality

BAIO4—Managed
Availability
and Capacity

BAI11-Managed

Projects

DSS04—Managed
Continuity

EDMO04—Ensured
Resource
Optimization

APO05-Managed
Portfolio

AP012-Managed
Risk

BAIO5—Managed
Organizational
Change

DSS05—Managed
Security
Services

APD06—Managed
Budget and Costs

AP0D13—Managed
Secunty

BAID&—Managed
IT Changes

DSS06—Managed
Business
Process Controls

EDMO05—Ensured
Stakeholder
Engagement

AP007—-Managed
Human Resources

AP014—Managed
Data

BAIO7—Managed
IT Change
Acceptance and
Transitioning

COBIT 2019 - I&T Governance Framework

MEA01—Managed
Performance and
Conformance
Monitaring

MEA02—Managed
System of Internal
Control

MEAD3-Managed
Compliance With
External
Requirements

MEA04-Managed
Assurance
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Security Governance: New Publications

. |

82¢ ISACA.

Moscow Chapter



Framework for Improving Critical Infrastructure Cybersecurity

(aka the Cybersecurity Framework)

 Releasedin 2014 with an update in 2017

« Provides a high-level model for discussing
and coordinating cybersecurity activities

« Built around 5 straightforward functions,
23 categories, and 108 subcategories

 Goals are documented, current status is
determined, and in light of risks, target
activities & action plan are developed

ﬁnp]li'lghtﬂ 2019 Information SystemzAudit and Control Association, Inc. Allrightsreserved.
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NIST Privacy Framework ;anm

- Similar model for organizing and

communicating about relationship between
Cybersecurity & Privacy Risk

« Recognition that data security
has an importantrole in privacy protection

« Individual privacy cannot be achieved solely
by securing data

« Authorized processing: system operations
that handle data
(collection — disposal) to enable the system to
achieve mission/business objectives

Cybersecurity
Risks
arise from

unauthorized
activity

Privacy
Risks
arise as a byproduct

of authorized data
processing

ircgian Conleence




& T Governance: Credentialing

CERTIFICATIONS

CGE

CISA

T

CSX-P

®

-;;ms;c. CISM

CDPSE

CERTIFICATES

COBIT [@Ex

CYBER
SECURITY LiusK

AUDIT

CcCAK
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